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Peuensus
Ha y4eOHoe nocobue 1o HHOCTPAHHOMY H3BIKY (AHTAHIHCKHH)

«Paanornexrpounas Gopsba (PIB): paanodiekTponnoe noaasienne,
WIEKTPOMATHHTHOE NOPAKEHHE H PALHOVIEKTPOHHAS 3AMHTA»

npenoaasarean Mapaps Mapunbt Ajlekcanj1poBubl
I'IIOY KK HKPII

Yuebuoe nocobue «Paauoriexkrponnas 6opr6a (POB): paauosieKTpoHHOe 110AaBIeHNE,
JJIEKTPOMArHUTHOE TOPAKEHHE U PAZIMONICKTPOHHAA 3ailiuTay rpenoaasareis M.A.
Mapaps paccuurano juist cryaentoB 3 Kypea cnenuansioctd 11.02.02 «Texunyeckoe
00CITyKHBAHHE H PEMOHT PaJHOYIEKTPOHHOI TEXHHKM», KoanuecTo crpaHuil — 66.

ABTOP aKLEHTHPYET BHHMAHHE Ha TOM, 4T0 y4eOHOE MocoOMe HAIPAaBAEHO HA PA3BHTHE
HH/HBUIYIBHOM Tpaektopun oOpazoBaHus Kaxaoro oOyuaiomerocs. [locobue
AKKYMYJIHDYET ~ B&KHbIC [POLECCHI  PAJIMOVIEKTPOHHONH  GopbObl, MOAaBIEHMS.
ICKTPOMArHUTHOIO TMOPAKEHHA M 3aAlUMTHI N0 y4eOHOH IMCLMILIMHE «MHOCTPAHHBIH
A3BIK (AHTIMACKUH)».

AKTYalbHOCTh M TIEJlaroruyeckas Lenecoo0pasHOCTh JaHHOro yueOHOro nocobus
3aKITIOYACTCA B PA3sBUTHH YMEHWH M HaBBIKOB y O0y4alOmMXcs M0 JIMCUHIUIMHE
«UHOCTpaHHbIH A3BIK». B cucreme oOpazoBanmsa naHHOe yueOHOE nmocobHe CBA3AHO ¢
APYTrUMH AHCUMIUIHHAMH, H3y4yaeMbiMu B CT10: uimkenepHas rpaduka, 21eKTpoTeXHHKA,
METPOAOrHsA,  CraHjaprusauma W ceprudMkaimsg,  JJICKTPOHHAA  TEXHMKa,
MarepHanoBeCHHUE, HIEKTPOPAAHOMAaTECpHAIIbI 7 PAHOKOMITOHEHTbI,
JEKTPOPAHONIMEPEHHS.

OcHoBHas waes paspabotaHHOro y4eOHOrO MOCOOMS 3aK/IO4ACTCA B MPHBHTHH
00y4arUMMCst HABBIKOB MPOMECCHN NOCPEACTBOM HHOCTPAHHOTO A3BIKA, YTO MO3BOJIUT
CTyJeHTam B OyaylleM OpPHEHTHPOBATHCS B JAOKYMEHTaX, cXemax, Tab/miax He TolbKo
Ha POJIHOM $I3bIKE, HO M HA H3Y4aEMOM A3bIKE, HAa KOTOPBLH OpHEeHTUPYETCs 0OILUIMHCTBO
npoussoautencii.  I'paMmarvyeckue M JIEKCHYECKHE  YNPaXKHEHHs,  KOTOPbIE
MPEJOCTABAAIOTCH ABTOPOM B MOCOOMHM, IEJA0T ITOT MATEPHAT HHTEPECHBIM M
ONTHMATLHBIM JUISl BOCIIPUATHSA CTYACHTOB CTAPIINX KypPCOB.

Yuebnoe mnocobue o00naKaeT NPAKTHYECKOH 3HAYAMOCTHIO: Pl 3ajaHMii nocmae
paccMarpHBaeMOM  TeMbl  CTHMYJIMPYET  MHTCUICKTYAIbHYI, TOHCKOBYID M
KOMMYHHKATHBHYIO aKTHBHOCTb M, KaK CJICACTBHC, (OPMHpPYET HOBbIE HaBbIKH
CTYJEHTOB, KOTOPbIX, BO3MOXKHO, paHee y HHMX He ObUlo (HAKOIUICHME 3araca ClIOB,
JIOrHYECKH NPaBHIbHOE IOCTPOCHHE NIEPEBO/a, T.11.)

Penensupyemoe yyebHoe nocodue akTyaibHO Ui CHCTEMBI 00Pa30BaHNsA, HHTEPECHO [10
CoepKaHuIO, Oy/AeT AOCTYNMHO M TMOHATHO Kak Mpernojasaresio, Tak W CTyAeHTaM-
CTapHIEKYPCHUKAM, KOTOPbIE OCBAHBAIOT CTICIHAILHOCTD B TEOPHM H HA IIPAKTHKE.
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Takum obpasom, naHHoe mocobue y4eOHON MCLMIUTHHLI «MHOCTpaHHbBIN  A3BIK
(AHTTMHCKHH)» MOXKET GbiTh PEKOMEHIOBAHO JUIS HCTIO/Nb30BAHNMA B 06PA30BaTEILHOM
yapexzaennn  I'BIIOY KK  «Hosopoccuiickuit  kosmemk PaJIMOIEKTPOHHOTO
pUOOPOCTPOCHHS ».
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Peuensnsn

Hacrosmuee yuebnoe nocobue  «Pammosnektponnan Gopsba (POB): pammosnextponnoe noaasneme,
HIEKTPOMATHHTHOC TIOPAKCHHE M PAAMONICKTPOHHAS 3ALIMTA) NpeAHasHaueHa ais paboTsl yuammxes 3 kypca
cnetpaibiocTH 11.02.02 «Texnuueckoe 06C/TykHBANKE W PEMOHT PATHOVICKTPOHHOMN TEXHUKIY,

Ocwosa Juis yueGHoro nocobua OGuina 3aMmcrsopana w3 HAYHO-ITYOIIMUMCTHYECKOH IMTepatypsl, B
HACTHOCTH, HayunoH kuuru Pocca Awaepcoma «Mmkenepuas GezormacHocts» rnasa 19 — Panmosnekrponnas
Boprba — 1 ABARETCA HACTHIO YHEOHOTO MATEPHANA, HIYHACMOTO CTYJACHTAMM 110 JAHHOK TeME, paccuMTanHon na 4
qaca (Wi Ha aBa yHeOHbIX JaHATHA ),

Bee texcrel sanmoro yueGHoro nocotms npodeccHonansHo Hanpasiens. Bo wibexanme s3mxonbix
TPY/IHOCTEH M TPYAHOCTEH NEPEeBOaa NPeyCMOTPEHa NOITANHAS PABOTA ¢ TEKCTAMM, PAL YIPaKHEHHIA 1 3a4aHHiA

A MX NOCICA0BATENALHOIO p8360p8 M0 YACTAM, a TAKXKC BLIABJICHHA CYTH M KParkoro HiJIORCHHUS HA U3YHACMOM
s3pike, Yuebuoe nocobue sxmovaer B ceon:

*  Texerm - « icati », «Si i T Iquesy,  «A n

*  Hosyio nexcuxy,
*  Jlexcuueckue ynpamnexmy;
¢ I'pammarvueckue ynpaknenms,

[Tpumenerne aarHoro nocobus Ha npakTuke CrnocobCTBYeT PELICHHIO CIIYIONIMX JaAY:;

PA3IBMTHC HABLIKOB YTCHUA TCKCTA M €0 NOHHMAHME,

HCTIONLIOBAHME HABBIKOB YTEHMA HIYHAIONICTO M TIOMCKOBOTO XapakTepa;
PAIBHTHE JHATOTHYCCKOH M MOHOJIOIMMECKO# peun;

PA3BUTHE JIOTHUECKOrO MBIIUICHMA 00y“aeMbix;

JAKPETUICHHE IPAMMATHUCCKHX HABBIKOB, NOJYMEHHBIX B IPOLIECCe 00y eHHS,

TpeGosauma & pesyanratam ocBoeHMs Marepuana y4eOHOro nocoOMs KOHKPETHIMPOBAHK ¢
COOTBETCTBYIOT TPEOOBAHMAM K SHAHMAM M YMCHMAM GA30BOM MOATOTOBKM 1O CHELMANLHOCTH,

lpakriieckue  3anaum  o6ydeHMs  HANDARICHB HA  DESBHTHE  COCTARIAIONIAX KOMMYHHKATHBHON
KOMIICTCHTHOCTH  CTYZICHTOB  (DEHEBOM,  A3BIKOBOW, COUMOKYNBTYPHOH, KOMMNEHCATOpHOH M yueGHo-
NMO3HABATEILHOMN),

[Ipeanaraemoc  yueOHbiv TNOCOOHEM  COCPIKANME TPAKTUHECKHX IAHMI  HOCHT npodeccHoHansHo
OPHEHTHPOBAHHBLII XapakTep, mwﬁpemmc 00y acMbIMK TpeGyeMbIX yMEHMI U HARBIKOD,

Penenienr: /}}ﬁﬁaf’ YUEBHAA 1 H L KotOcOt0 | apoveogechivmiis
5 M\ HALLD (® MO peuensenra) ‘ .
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BBEJAEHHUE

JHanHoe yuebHoe mocobue «Pammnosnextponnas Oopnba (POB): pammosnekTpoHHOE
MOJIaBJICHHE, AJIEKTPOMArHUTHOE MOPAXKEHUE U PAAMOAJIEKTPOHHAS 3alllUTay MpEeAHa3HAuYEHO
JUISL CTYJIEHTOB OOpa30BaTENbHBIX OpraHW3allMii, B MPOrPaMMy KOTOPBIX BXOJUT U3YYCHUE
PaZMOdJIEKTPOHHON TEXHUKH U mpudopocTpoeHus. [locobue cooTBeTcTBYEeT 6a30BOMY 3TaIy
MNOJArOTOBKM  WHOCTPAHHOTO  s3blIKa M OOECleYyuBaeT  KOMMYHUKATUBHYIO U
Mpo(eCcCCHOHANIbHYIO0 HANPABICHHOCTh B OOYUYEHHUU SI3bIKY B HES3BIKOBOW 00pa3oBaTeIbHOU
OpraHH3aIHH.

Bce KOMIOHEHTHI y4eOHOrO IOCOOMSI TOCTPOSHBI HAa EIUHBIX METOAHYECKUX
MPHUHINIAX, Pa3BUBAIOT BCE BHIbI HHOS3BIYHONW PEUYEBON JACSITEIBHOCTH, MO3BOJISIOT
OpPraHMU30BaTh ayIUTOPHYIO U CAMOCTOSATENbHYIO PAOOTY MO OBJAJIECHUIO AHTJIUHCKUM SI3BIKOM
1 GOPMUPOBAHUE MEKKYIBTYPHON KOMIIETCHITUH Oy IyIIHUX CIICIIUATHCTOB.

Henpto yueOHOro mnocoOus sBisieTcss (OpMHpPOBAHUME YMEHHUs OeceloBaTh Ha
npodeccuoHaIbHbIE TEMBI, Pa3BUTHE YMEHHUS YUTATh CIECUUAIBHYIO JINTEPATYPY CpPEAHEN U
MOBBIIICHHON CTENIEHU TPYAHOCTH U U3BJIEKaTh U3 Hee nHpopmaiuio. st TOCTHKEHHSI 3TOTO
B IOCOOHMM TPEIyCMOTPEHA pEryJisipHas, OT TEKCTa K TEKCTy, yueOHasi NeATeIbHOCTh I10
CO3JaHUIO CIIOBapsli AKTUBHOW JIEKCHKH, BKJIIOYAIOMIETO YHIOTPEOUTENIbHBIE B JIaHHOU
CHEIMaTbHOCTH TEPMUHBI U CIIOBA OOIIETO 3HAYEHHUS.

Martepuainbl, BXOJs1IKe B TocoOue, 0TOOpaHbl U3 OPUTHHAIILHON JTUTEPaTyphl, TOUHEE,
n3 kauru Pocca Anmepcona «MmxenepHas Oe3omacHOCTH», TiaBa 19 «PammosnexkrponHas
6opnba».  IlocienoBarenbHOCTh  TEKCTOB  UMEET  JIOTHYECKYI0  HAIpaBlIEHHOCTH,
COOTBETCTBYIOIIYIO JIOTUKE Pa3BUTHS JAHHOW OTpaciu. Yd4eOHOe mocoOue BKIIIOYAeT B ce0s
21 TEKCT C TMOCIETEKCTOBBIMU MPAKTUYCCKUMH 3aJaHMSIMH Ha OTPa0OTKY IMOHSATOU
uHGOpMAIlMU TEXHUYECKHX TEKCTOB. TemMaTHKa TEKCTOB COOTBETCTBYET peajbHO
CYIIECTBYIOIIMM  HAMpaBICHUSM TOATOTOBKHA CICHHAIMCTOB MPOPUIA TEXHHUUECKOE
oOCITy’KMBaHHE M PEMOHT PaTUOIICKTPOHHONW TEXHHKH HAa OCHOBE 3HAHHUM MO 3JEKTPOHHOMN
TEXHHKE, AIIEKTPOTEXHUKE, MaTepUaIoBeICHHS, AIIEKTPOPATHOMATEPUATIOB u
PaAMOKOMIIOHEHTOB, a TAK)XE JIEKTPOPATUOUIMEPECHHI.

[Ipn pa3paboTke CHUCTEMBI 3aJlaHUN HCIIOJIB30BAHBI AJIEMEHTHl (YHKIIMOHAIHHO-
KOMMYHHKATHBHOTO 00yYEHHUSI MTHOCTPAHHOMY SI3BIKY, TTPH KOTOPOM SIBJICHUS SI3bIKA (JICKCUKA
U TpaMMaTHhKa) pacCMaTPUBAIOTCS HE TOJBKO KaK CHCTEMa S3BIKOBBIX MPaBHUJ, HO U Kak
cUCTeMa KOMMYHUKATUBHBIX (QyHKIUH. Takue (QYHKIMHM TUIHYHBI JUII TEKCTOB MpOoduis
TEXHUYECKOEC OOCITYyXKMBAaHWE W PEMOHT PATUODIECKTPOHHOW TEXHUKA M HAXOMSIT CBOE
OTPaKEHHWE B THUNHUYHBIX TI'PaMMATHYECKHX MOJEISIX M TUIHUYHOM HaOOpe JIEKCHYECKHUX
CAVHHUII W cloBocodyeTaHWil. Takke MmaHHOE TOCOOME BKIIOYACT JOTMOJHHUTEIBHYIO
TEOPETUUYECKYI0 HH(OPMAITHIO TT0 TEMATHKE Ha aHTJIUHCKOM U PYCCKOM SI3bIKaX.
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For decades, electronic warfare has been a
separate subject from computer security, even though
they have some common technologies (such as
cryptography). This is starting to change as elements of
the two disciplines fuse to form the new subject of
information warfare. The military’s embrace of
information warfare as a slogan over the last years of the
twentieth century has established its importance—even
if its concepts, theory, and doctrine are still
underdeveloped.

There are other reasons why a knowledge of

electronic warfare is important to the security
professional. Many technologies originally developed for
the warrior have been adapted for commercial use, and there are many instructive parallels. In
addition, the struggle for control of the electromagnetic spectrum has consumed so many clever
people and so many tens of billions of dollars that we find deception strategies and tactics of a
unique depth and subtlety. It is the one area of electronic security to have experienced a lengthy
period of coevolution of attack and defense involving capable motivated opponents.

Electronic warfare is also our main teacher when it comes to service denial attacks, a topic
that computer security people have largely ignored, but that is now center stage thanks to distributed
denial-of-service attacks on commercial Web sites. As I develop this discussion I’ll try to draw out
the parallels. In general, while people say that computer security is about confidentiality, integrity
and availability, electronic warfare has this reversed and back-to-front. The priorities are:

1. Denial of service, which includes jamming, mimicry and physical attack.
2. Deception, which may be targeted at automated systems or at people.

3. Exploitation, which includes not just eavesdropping but obtaining any operationally
valuable information from the enemy’s use of his electronic systems.

The goal of electronic warfare is to control the electromagnetic spectrum. It is generally
considered to consist of:

« Electronic attack, such as jamming enemy communications or radar, and disrupting
enemy equipment using high-power microwaves.

« Electronic protection, which ranges from designing systems resistant to jamming,
through hardening equipment to resist high-power microwave attack, to the destruction of enemy
jammers using anti-radiation missiles.

« Electronic support which supplies the necessary intelligence and threat recognition to
allow effective attack and protection. It allows commanders to search for, identify and locate
sources of intentional and unintentional electromagnetic energy. (Schleher)

The traditional topic of cryptography, namely communications security (Comsec), is only a
small part of electronic protection, just as it is becoming only a small part of information
protection in more general systems. Electronic support includes signals intelligence (Sigint),
which consists of communications intelligence (Comint) and electronic intelligence (Elint). The
former collects enemy communications, including both message content and traffic data about
which units are communicating, while the latter concerns itself with recognizing hostile radars
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and other non-communicating sources of electromagnetic energy.

Deception is central to electronic attack. The goal is to mislead the enemy by manipulating
his perceptions in order to degrade the accuracy of his intelligence and target acquisition. Its
effective use depends on clarity about who (or what) is to be deceived, about what and how long,
and—where the targets of deception are human—the exploitation of pride, greed, laziness, and other
vices. Deception can be extremely cost-effective and is also relevant to commercial systems.

Physical destruction is an important part of the mix; while some enemy sensors and
communications links may be neutralized by jamming (soft kill), others will often be destroyed
(hard kill). Successful electronic warfare depends on using the available tools in a coordinated
way.

Electronic weapon systems are like other weapons in that there are sensors, such as radar,
infrared and sonar; communications links, which take sensor data to the command and control
center; and output devices such as jammers, lasers, and so on. I’ll discuss the communications
system issues first, as they are the most self-contained, then the sensors and associated jammers,
and finally other devices such as electromagnetic pulse generators. Once we’re done with e-war,
we’ll look at the lessons we might take over to i-war.

Language Study
1. Give the meanings of the words by variants. Check yourselves according to the dictionary.

Decades, warfare, fuse, embrace, establish, underdeveloped, reasons, warrior, struggle,
consume, deception, depth and subtlety, lengthy, coevolution, denial, to draw out, integrity and
availability, back-to-front, jamming, mimicry and physical attack, target, exploitation,
eavesdrop, goal, disrupt, anti-radiation missiles, threat recognition, hostile, former, to mislead,
perceptions, accuracy, acquisition, clarity, pride, greed, relevant, tools, weapon, jammer, self-
contained, take over,

2. Fill in the text the missing words:

This is starting ... as elements of the two disciplines fuse to form the new subject of ... . The
military’s embrace of information warfare as ... over the last years of the twentieth century has
established its importance—even if its ... , theory, and doctrine are still ... .

Underdeveloped; information warfare; a slogan; concepts; to change.

3. a) Write out from the text the main goal and priorities.

b) Of what does the electromagnetic spectrum consist? What is, in author’s opinion, a part of
electronic protection and signals intelligence? Into what notions is the phrase “Physical
destruction” subdivided? What kinds of electronic weapon systems are?

c) Write a summary of the text.
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TEXT 2. . e ae vl
Communications S,‘V*

© SLCITAS

A Y \.'.'/Ju——-.a

Military communications were dominated by

physical dispatch until about 1860, then by the

o telegraph until 1915, and then by the telephone until

TR L g recently. Nowadays, a typical command and control

1 *;Y\ N structure is made up of various tactical and strategic

: - radio networks, that support data, voice, and images,

and operate over point-to-point links and broadcast.

Without situational awareness and the means to

o e R direct forces, the commander is likely to be

ettt ,,:%‘ ineffective. But the need to secure communications

SRR IS much more pervasive than one might at first
realize, and the threats are much morediverse.

(!

o One obvious type of traffic is the communications between fixed sites such as army
headquarters and the political leadership. The main threat here is that the cipher security might
be penetrated, and the orders, situation reports and so on compromised. This might result from
cryptanalysis or—more likely—equipment sabotage, subversion of personnel, or theft of key
material. The insertion of deceptive messages may also be a threat in some circumstances. But
cipher security will often include protection against traffic analysis (such as by link encryption)
as well as of the transmitted message confidentiality and authenticity. The secondary threat is that
the link might be disrupted, such as by destruction of cables or relay stations.

o There are more stringent requirements for communications with covert assets such as
agents in the field. Here, in addition to cipher security issues, location security is important. The
agent will have to take steps to minimize the risk of being caught as a result of communications
monitoring. If she sends messages using a medium that the enemy can monitor, such as the public
telephone net- work or radio, then much of her effort may go into frustrating traffic analysis and
radio direction finding.

o Tactical communications, such as between HQ and a platoon in the field, also have
more stringent (but slightly different) needs. Radio direction finding is still an issue, but
jamming may be at least as important; and deliberately deceptive messages may also be a
problem. For example, there is equipment that enables an enemy air controller’s voice commands
to be captured, cut into phonemes and spliced back together into deceptive commands, in order to
gain a tactical advantage in air combat. As voice-morphing techniques are developed for
commercial use, the risk of spoofing attacks on unprotected communications will increase.
Therefore, cipher security may include authenticity as well as confidentiality and/or covertness.

« Control and telemetry communications, such as signals sent from an aircraft to a missile
it has just launched, must be protected against jamming and modification. It would also be
desirable if they could be covert (so as not to trigger a target aircraft’s warning receiver), but that
is in tension with the power levels needed to defeat defensive jammingsystems.

The protection of communications will require some mix, depending on the circumstances, of
content secrecy, authenticity, resistance to traffic analysis and radio direction finding, and resistance to
various kinds of jamming. These interact in some rather unobvious ways. For example, one radio
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designed for use by dissident organizations in Eastern Europe in the early 1980s operated in the radio
bands normally occupied by the Voice of America and the BBC World Service—and routinely jammed
by the Russians. The idea was that unless the Russians were prepared to turn off their jammers, they
would have great difficulty doing direction finding.

Attack also generally requires a combination of techniques, even where the objective is not
analysis or direction finding but simply denial of service. Owen Lewis summed it up succinctly:
according to Soviet doctrine, a comprehensive and successful attack on a military communications
infrastructure would involve destroying one third of it physically, denying effective use of a second third
through techniques such as jamming, trojans or deception, and then allowing one’s adversary to disable
the remaining third in attempting to pass all his traffic over a third of the installed capacity. This applies
even in guerilla wars: in Malaya, Kenya, and Cyprus, the rebels managed to degrade the telephone
system enough to force the police to set up radio nets.

Language Study

1. Give the Russian equivalents to the missing words. Write out the phrases from the Text 2 with
the given words.

Military — BoeHHbIe, Boiicka, BoeHHas cwuia; dispatch - ...; broadcast. - ...; awareness —
OCO3HAHHOCTh, OCBEJIOMJIEHHOCTR; pervasive - ...; threats - ...; diverse - ...; obvious - ...;
headquarters — riaBHoe ympaBieHHE, INTa0-KBapTHpa,IJJaBHOE KOMaHJoBaHue; penetrated —
npoHuKInuii; cipher — mudp; mudposars, BeUUCIATH; Cryptanalysis - ...; subversion - ...;
insertion - ...; circumstances — o0crtosTenbcTBa, ycioBus; disrupt — paspyiiath; pa3pbiBaTh;
CphIBaTh, MOJPHIBATH; Stringent - ...; covert - ...; effort - ...; frustrating - ...; platoon — B3BOJ,
oTpsia, rpymma; Spoof — oOmaubIBaTh; 00MaH, Mmuctudukanus; trigger - ...; tension - ...; defeat
- ...; authenticity — momMHHOCTB, TOCTOBEPHOCTE; COMprehensive - ...; trojans — HedecTHBIC JIOH, C
noBoxoM; adversary - ...; disable - ...; guerilla — naptu3aH, napTu3aHckas BoiHa; rebels - ....

2. Look through the text once more. Answer the questions, using the information from the text:
1. During what time were military communications dominated?

2. How matters nowadays?

3. What are the threats now? List them.

4. On what does the protection depend?

5. For what is it necessary a combination of techniques?

3. Write the main idea of the Text 2 in five sentences.
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TEXTS Signals Intelligence Techniques

Before communications can be attacked, the
enemy’s network must be mapped. The most expensive
and critical task in signals intelligence is identifying and
extracting the interesting material from the cacophony
of radio signals and the huge mass of traffic on
systems such as the telephone network and the Internet.
The technologies in use are extensive and largely
classified, but some aspects are public.

In the case of radio signals, communications
intelligence agencies use receiving equipment, that can
recognize a huge variety of signal types, to maintain
extensive databases of signals—which stations or
services use which frequencies. In many cases, it is
possible to identify individual equipment by signal
analysis. The clues can include any unintentional
frequency modulation, the shape of the transmitter turn-on
transient, the precise center frequency, and the final-stage amplifier harmonics. This RF finger-
printing technology was declassified in the mid-1990s for use in identifying cloned cellular
telephones, where its makers claim a 95% success rate. It is the direct descendant of the World
War Il technique of recognizing a wireless operator by his fist—the way he sent Morse code.

Radio direction finding (RDF) is also critical. In the old days, this involved triangulating
the signal of interest using directional antennas at two monitoring stations. Spies might have at
most a few minutes to send a message home before having to move. Modern monitoring stations
use time difference of arrival (TDOA) to locate a suspect signal rapidly, accurately, and
automatically by comparing the phase of the signals received at two sites. Nowadays, anything
more than a second or so of transmission can be a giveaway.

Traffic analysis—Ilooking at the number of messages by source and destination—can also
give very valuable information, not just about imminent attacks (which were signaled in World
War | by a greatly increased volume of radio messages) but also about unit movements and other
routine matters. However, traffic analysis really comes into its own when sifting through traffic
on public networks, where its importance (both for national intelligence and police purposes) is
difficult to overstate.

If you suspect Alice of espionage (or drug dealing, or whatever), you note everyone she
calls and everyone who calls her. This gives you a list of dozens of suspects. You eliminate the
likes of banks and doctors, who receive calls from too many people to analyze (your whitelist),
and repeat the procedure on each remaining number. Having done this procedure recursively
several times, you have a mass of thousands of contacts, which you sift for telephone numbers
that appear more than once. If (say) Bob, Camilla, and Donald are Alice’s contacts, with Bob and
Camilla in contact with Eve, and Donald and Eve in touch with Farquhar, then all of these people
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are considered to be suspects. You now draw a friendship tree, which gives a first approximation
to Alice’s network, and refine it by collating it with other intelligence sources.

This is not as easy as it sounds. People can have several numbers; Bob might get a call
from Alice at his work number, then call Eve from a phone booth. (In fact, if you’re running an
IRA cell, your signals officer should get a job at a dentist’s or a doctor’s or some other place that
will be called by so many different people that they will probably be whitelisted. But that’s
another story.) Also, you will need some means of correlating telephone numbers to people. Even
if you have access to the phone company’s database of unlisted numbers, prepaid mobile phones
can be a serious headache, as can clone phones and hacked PBXs. I’1l discuss these in the chapter
on telecoms security; for now, I’ll just remark that anonymous phones aren’t new. There have
been public phone booths for generations. But they are not a universal answer for the crook, as
the discipline needed to use them properly is beyond most criminals, and in any case causes
severe disruption.

Signals collection is not restricted to agreements with phone companies for access to the
content of phone calls and the communications data. It also involves a wide range of specialized
facilities ranging from expensive fixed installations, which copy inter- national satellite links,
through temporary tactical arrangements. A book by Nicky Hager describes the main fixed
collection network operated by the United States, Canada, Britain, Australia, and New Zealand.
Known as Echelon, this consists of a number of collection stations that monitor international
phone, fax, and data traffic using computers called dictionaries. These search the passing traffic
for interesting phone numbers, network addresses, and machine-readable content; this is driven
by search strings entered by intelligence analysts. The fixed network is supplemented by tactical
collection facilities as needed; Hager describes, for example, the dispatch of Australian and New
Zealand navy frigates to monitor domestic communications in Fiji during military coups in the
1980s. Egmont Koch and Jochen Sperber discuss U.S. and German installations in Germany in;
David Fulghum describes airborne signals collection in satellites are also used to collect signals, and
there are covert collection facilities that are not known to the host country.

Despite this huge capital investment, the most difficult and expensive part of the whole
operation is traffic selection, not collection. Thus, contrary to naive expectations, cryptography can
make communications more vulnerable rather than less (if used incompetently, as it usually is). If
you just encipher all the traffic you consider to be important, you have thereby marked it for
collection by the enemy. On the other hand, if everyone encrypted all their traffic, then hiding traffic
could be much easier (hence the push by signals intelligence agencies to prevent the widespread use
of cryptography, even if it’s freely available to individuals). This brings us to the topic of attacks.

Language Study

1. Translate the next words and word combinations into Russian. Find the international
words:

Cacophony, clues, transient, precise, mapped, harmonics, descendant, triangulating, spies,
giveaway, sifting, suspects, eliminate, recursively, draw, refine, collating, correlating, access,
booths, crook, arrangements, frigates, airborne, vulnerable, encipher, attacks.

2. Find in the text the sentences with subordinate clauses. Write them out and give the
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translation.
3. Find the Gerund grammar constructions from the next boxes in the text. Translate them.
Ving®{ is
V+Vﬁmg
are
v

4. Read the example of Alice’s network with other intelligence sources. For what did the
author set in this illustration? Prove your answer.

TEXT 4. Attacks on Communications

Once you have mapped the enemy network, you
may wish to attack it. People often talk in terms of
“codebreaking,” but this is a gross
oversimplification.

First, although some systems have been
broken by pure cryptanalysis, this is fairly rare.
Most production attacks have involved theft of key
material as when the U.S. State Department code
book was stolen during World War Il by the valet
of the U.S. ambassador to Rome or errors in the
manufacture and distribution of key material as in
the U.S. “Venona” attacks on Soviet diplomatic
traffic. Even where attacks based on cryptanalysis
have been possible, they have often been made
much easier by errors such as these, an example
being the U.K./U.S. attacks on the German Enigma
traffic during World War Il. The pattern continues to this day. A recent history of Soviet
intelligence during the Cold War reveals that the technological advantage of the United States
was largely nullified by Soviet skills in “using Humint in Sigint support”—which largely
consisted of recruiting traitors who sold key material, such as the Walker family.

Second, access to content is often not the desired result. In tactical situations, the goal is
often to detect and destroy nodes, or to jam the traffic. Jamming can involve not just noise
insertion but active deception. In World War I, the Allies used German speakers as bogus
controllers to send German night fighters confusing instructions, and there was a battle of wits as
authentication techniques were invented and defeated. More recently, as | noted in the chapter on
biometrics, the U.S. Air Force has deployed more sophisticated systems based on voice
morphing. | mentioned in an earlier chapter the tension between intelligence and operational
units: the former want to listen to the other side’s traffic, and the latter to deny them its use.
Compromises between these goals can be hard to find. It’s not enough to jam the traffic you can’t
read, as that tells the enemy what you can read!

Matters can, in fact, be simplified if the opponent uses cryptography—even in a competent
way. This removes the ops/intel tension, and you switch to RDF or link destruction as
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appropriate. This can involve the hard-kill approach of digging up cables or bombing telephone
exchanges (both of which the allies did during the Gulf War), the soft-kill approach of jamming,
or whatever combination of the two is economic. Jamming is a useful expedient where a link is
to be disrupted for a short period, but is often expensive; not only does it tie up facilities, but the
jammer itself becomes a target. (There are cases where it is more effective, such as against some
satellite links where the uplink can be jammed using a tight beam from a hidden location using
only amodest amount of power.)

The increasing use of civilian infrastructure, and in particular the Internet, raises the question
of whether systematic denial-of-service attacks might be used to jam traffic. (There are anecdotes of
Serbian information warfare cells attempting such attacks on NATO Web sites.) This threat is still
considered real enough that many Western countries have separate intranets for government and
military use.

Language Study
1. Study the next words and word combinations. Divide all words into four columns as Nouns,
Adjectives, Verbs or Word Combinations (W/C).

Oversimplification, valet, ambassador, pattern, reveal, nullify, traitors, content, nodes, Allies,
bogus, a battle of wits, to jam, appropriate, denial-of-service attacks, intranets.

2. Translate the sentences into Russian. Say what forms of non-personal form of the verb
(Participle or Gerund) they are:

1. People often talk in terms of “codebreaking”. 2. They have often been made much easier by
errors such as these, an example being the U.K./U.S. attacks on the German Enigma traffic during
World War Il. 3. The technological advantage of the United States was largely nullified by Soviet
skills in “using Humint in Sigint support”—which largely consisted of recruiting traitors who
sold key material. 4. Jamming can involve not just noise insertion but active deception. 5. Bogus
controllers to send German night fighters confusing instructions, and there was a battle of wits as
authentication techniques were invented and defeated. 6. Air Force has deployed more
sophisticated systems based on voice morphing.7. This can involve the hard-kill approach of
digging up cables or bombing telephone exchanges, the soft-kill approach of jamming. 8. There
are cases where it is more effective, such as against some satellite links where the uplink can be
jammed using a tight beam from a hidden location using only  a modest amount of power. 9.
The increasing use of civilian infrastructure raises the question of whether systematic denial-of-
service attacks might be used to jam traffic. 10. There are anecdotes of Serbian information warfare
cells attempting such attacks.

3. What sentences correspond the content of the text? All the false sentences should be
corrected:

1. Some systems have been broken by pure cryptanalysis, this is fairly rare. 2. State Department
code book wasn’t stolen during World War | by the valet of the U.S. ambassador to Rome. 3. A
recent history of Soviet intelligence during the Cold War reveals that the technological advantage
of the United States was largely nullified by Soviet skills. 4. Access to content is often the desired
result.5. The tension was between intelligence and operational units: the former want to match to
the other side’s traffic, and the latter to cover them its use. 6. Compromises between these three
goals can be easy to find.7. This threat is still considered real enough that many Western countries
have separate intranets for government and military use.
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TEXT 5. Protection Techniques

As should be clear from the above, communications
security techniques involve not  just protecting the
authenticity and confidentiality of the content—which can
be achieved in a relatively straightforward way by
encryption and authentication protocols—but also preventing
traffic analysis, direction finding, jamming and physical
destruction. Encryption can stretch to the first of these if
applied at the link layer, so that all links appear to have a
pseudorandom bit stream on them at all times, regardless of
whether there is any message traffic. But link-layer
encryption alone is not in general enough, as enemy capture
of a single node might put the whole network at risk.

Encryption alone cannot protect against interception,
RDF, jamming, and the destruction of links or nodes. For this,
different technologies are needed. The obvious solutions are:

. Dedicated lines or optical fibers.

. Highly directional transmission links, such as
optical links using infrared lasers or microwave links using
highly directional antennas and extremely high frequencies,
20 GHz and up.

. Low-probability-of-intercept (LPI), low-probability-of-position-fix (LPPF), and antijam
radio techniques.

The first two of these options are fairly straightforward to understand, and where feasible,
they are usually the best. Cabled networks are very hard to destroy completely, unless the enemy
knows where the cables are and has physical access to cut them. Even with massive artillery
bombardment, the telephone network in Stalingrad remained in use (by both sides) all through the
siege.

The third option is a substantial subject in itself, which | will now describe (albeit only
briefly).
There are a number of LPI/LPPF/antijam techniques that go under the generic name of spread
spectrum communications. They include frequency hoppers, direct sequence spread spectrum
(DSSS), and burst transmission. From beginnings around World War Il, spread-spectrum has
spawned a substantial industry, and the technology (especially DSSS) has been applied to
numerous other problems, ranging from high-resolution ranging (in the GPS system) through
copyright marks in digital images (which T’ll discuss later). Let’s look at each of these three
approaches in turn.

Language Study
1. Combine all words on parts of speech - N, Adj, V, Adv or W/C (word combinations):
Communications security techniques, authenticity, straightforward, layer, pseudorandom,
enemy capture, dedicated, solutions, infrared, options, feasible, bombardment, albeit, antijam,
generic name, spawn, in turn.
2. Give all w/c in the meaning of “protection”.

3. Change the defined words with the used ones from the text:
~ 16 ~
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1. confidentiality of the content—which can be taken in a relatively plain way by encoding and
authentication protocols; 2. all ties appear to have a pseudorandom bit flow on them at all times;
3. enemy catch of a single knot might put the whole network at risk; 4. various technologies are
necessary; 5. Cabled webs are very difficult to frustrate totally.

4. Define what sentences are from the text:

1. Encryption can stretch to the first of these if applied at the link layer; 2. But link-layer
encryption alone is in general enough, as enemy contribution to the military actions; 3. Encryption
alone cannot protect against interception, RDF, jamming, and the destruction of links or nodes. 4.
Even with massive artillery bombardment, the telephone network in Moscow remained in use all
through the siege. 5. They include frequency hoppers, direct sequence spread spectrum (DSSS),
and burst transponders.

‘1"; 27 ; Y » X ) “‘“n; |\J" 1
TEXT 6. rregucncey aopping
[ ' - —

Frequency hoppers are the simplest
spread-spectrum systems to
understand and to implement. They
do exactly as their name suggests:
they hop rapidly from one
frequency to another, with the
sequence of frequencies determined
by a pseudorandom sequence
known to the authorized principals.
Hoppers were invented, famously,
over dinner in 1940 by actress Hedy
Lamarr and screenwriter George
Antheil, who devised the technique
as a means of controlling torpedos
without the enemy detecting them
or jamming their transmissions. A
frequency-hopping radar  was
independently developed at about the
same time by the Germans; in response to steady improvements in British jamming, German
technicians adapted their equipment to change frequency daily, then hourly, and finally, every
few seconds.

Hoppers are resistant to jamming by an opponent who doesn’t know the hop sequence.
Such an opponent may have to jam much of the band, and thus needs much more power than
would otherwise be necessary. The ratio of the input signal’s  bandwidth to that of the
transmitted signal is called the process gain of the system; thus, a 100 bit/sec signal spread over

10 MHz has a process gain of 107/102 = 105 =50 dB.

The jamming margin, which is defined as the maximum tolerable ratio of jamming power
to signal power, is essentially the process gain modulo implementation and other losses (strictly
speaking, process gain divided by the minimum bit energy-to-noise density ratio). The optimal
jamming strategy, for an opponent who can’t predict the hop sequence, is partial band
jamming—to jam enough of the band to introduce an unacceptable error rate in the signal.
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Although hoppers can give a large jamming margin, they give little protection against an
opponent who merely wants to detect their existence. A signal analysis receiver that sweeps
across the frequency band of interest will often intercept them. (Depending on the relevant
bandwidths, sweep rate, and dwell time, it might intercept a hopping signal several times).
However, because frequency hoppers are simple to implement, they are often used in combat
networks, such as man-pack radios, with slow hop rates of 5 0—500 per second. To disrupt their
communications, the enemy will need a fast or powerful jammer, which is inconvenient for the
battlefield. Fast hoppers (defined in theory as having hop rates exceeding the bit rate; in practice,
with hop rates of 10,000 per second or more) can pass the limit of even large jammers.

Language Study
1. Translate all the words in next order:

a) N; b) V; c) Adj; d) Adv (if they are)

Hoppers, implement, suggest, principals, torpedos, band, ratio, modulo, energy-to-noise,

predict, margin, merely, existence, sweep, bandwidth, man-pack, battlefield, exceeding.

2. Join the next pairs of simple sentences by means of next conjunctions: who, and, thus,
which, that following the next scheme: a+b, a+b+c, a+b+c+d

1. (a) Hoppers were invented, famously, over dinner in 1940

(b) by actress Hedy Lamarr

(c) screenwriter George Antheil

(d) devised the technique as a means of controlling torpedos without the enemy detecting them;
2. (a) Hoppers are resistant to jamming

(b) by an opponent

(c) doesn’t know the hop sequence;
3. (a) Such an opponent may have to jam much of the band

(b) thus needs much more power than would otherwise be necessary;
4. (a) The ratio of the input signal’s bandwidth to that of the transmitted signal is called the
process gain of the system

(b) a 100 bit/sec signal spread over 10 MHz;
5. (a) The jamming margin

(b) is defined as the maximum tolerable ratio of jamming power to signal power, is essentially
the process gain modulo implementation;
6. (a) The optimal jamming strategy, for an opponent

(b) can’t predict the hop sequence is partial band jamming
7. (a) A signal analysis receiver

(b) sweeps across the frequency band of interest will often intercept them;
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8. (a)To disrupt their communications

(b) the enemy will need a fast or powerful jammer

(c) is inconvenient for the battlefield.
3. Choose the right preposition:
1. They do exactly as their name suggests: they hop rapidly ... one frequency ... another, ... the
sequence ... frequencies determined ... a pseudorandom sequence known ... the authorized
principals. (with, from, to, of, by, to)
2. Hoppers were invented, famously, ... dinner ... 1940 ... actress Hedy Lamarr and screenwriter
George Antheil. (by, in, over)
3. The frequency hoppers are simple ... implement, they are often used ... combat networks, such
as man-pack radios, ... slow hop rates ... 5 0-500 ... second. (of, in, per, with, to)

TEXT 7. DSSS

In direct sequence spread spectrum, we multiply the information-
bearing sequence by a much higher-rate pseudorandom sequence, usually generated by some kind of
stream cipher. This spreads the spectrum by increasing the bandwidth (Figure 16.1). The technique
was first described by a Swiss engineer, Gustav Guanella, in a 1938 patent application, and
developed extensively in the United States in the 1950s. Its first deployment in anger was in Berlin
in 1959. Like hopping, DSSS can give substantial jamming margin (the two systems have the
same theoretical performance). But it can also make the signal significantly harder to intercept.
The trick is to arrange things so that at the intercept location, the signal strength is so low that it is
lost in the noise floor unless you know the spreading sequence with which to recover it. Of
course, it’s harder to do both at the same time, since an antijam signal should be high power
and an LPI/LPPF signal low power; the usual modus operandi is to work in LPI mode until
detected by the enemy (for example, when coming within radar range), then boost transmitter

power into antijam mode.
Figure 16.1 Spreading in DSSS (courtesy of Roche and Dugelay).
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Figure 16.2 Unspreading in DSSS (courtesy of Roche and Dugelay).

There is a large literature on DSSS; and the techniques have now been taken up by the
commercial world as code division multiple access (CDMA) in various mobile radio and phone
systems. DSSS is sometimes referred to as “encrypting the RF,” and it comes in a number of
variants. For example, when the underlying modulation scheme is FM rather than AM, it’s called
chirp. (The classic introduction to the underlying mathematics and technology is.) The
engineering complexity is higher than with frequency hop, for various reasons. For example,
synchronization is particularly critical. Users with access to a reference time signal (such as GPS
or an atomic clock) can do this much more easily; of course, if you don’t control GPS, you may
be open to synchronization attacks; and even if you do, the GPS signal might be jammed. (It has
recently been reported that the French jammed GPS in Greece in an attempt to sabotage a British
bid to sell 250 tanks to the Greek government, a deal in which France was a competitor. This
caused the British tanks to get lost during trials. When the ruse was discovered, the Greeks found
it all rather amusing.) Another strategy is to have your users take turns at providing a reference
signal.
Language Study

1. Translate all the words in next order:

a) N; b) V; c) Adj; d) Adv (if they are)

Sequence, multiply, deployment, anger, intercept, range, boost, antijam, access, chirp, hop,
attempt, bid, competitor, trials, ruse.

2. Insert the blanks with the right word:

The technique was first ... (written, said, described) by a Swiss engineer, Gustav Guanella, in a

1938 ... (pattern, patent, model) application, and ... (developed, constructed, defined) extensively in

e ... (UK, United States, China) in the 1950s. Its first deployment in anger was in Berlin in ...

(1940, 1959, 1961). Like hopping, ... (DSSS, LAN, PSSS) can give substantial jamming margin

(the two systems have the same theoretical performance). But it can also make the ... (signal,
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sound, mode) significantly harder to intercept. The trick is to ... (amplify, arrange, notify) things
so that at the intercept ... (location, modulation, altitude), the signal strength is so ... (high, low,
fast, slow) that it is lost in the noise floor unless you know the spreading ... (sequence, cover,
introduction) with which to recover it.

3. Translate the next sentences. Find the wrong sentences going against the point of the text:

1. The trick is to arrange things so that at the intercept location, the signal strength is so low that
it is lost in the noise floor unless you know the spreading sequence with which to recover it. 2.
When the underlying introduction scheme is FM rather than AM, it’s called access. 3. Users with
bandwidth to a reference period signal (such as GLONASS or an atomic clock) can do this much
more easily; of course, if you don’t control GPS, you may be open to modulation attacks; and
even if you do, the GPS transmission might be jammed. 4. This caused the British tanks to get lost
during trials. 5. But it can also make the signal significantly harder to intercept.

4. Express your relation using the next clichés:

That’s right! I’m afraid you’re wrong.
I quite agree with you. I don’t think so.

I believe (suppose)...

In my opinion...

a) In direct sequence spread spectrum, we multiply the information-bearing sequence by a much
higher-rate pseudorandom sequence, usually generated by some kind of stream cipher.

b) It’s harder to do both at the same time, since an antijam signal should be high power and an
LPI/LPPF signal low power.

c) The classic introduction to the underlying mechanical drawing and technology is.

d) Another strategy is to have your users take turns at providing a reference modulation.
e) If you don’t control GPS, you may be open to synchronization attacks; and even if you do, the
GPS signal might be jammed.
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TEXT 8.

Burst Communications

Burst communications, as their name suggests, involve compressing the data and

transmitting it in short bursts at times unpredictable by the enemy. They are also known as time-
hop. Usually, they are not so jam-resistant (except insofar as the higher data rate spreads the
spectrum), but they can be difficult to intercept; if the duty cycle is low, a sweep receiver can
easily miss them. They are often used in radios for special forces and intelligence agents.
An interesting variant is meteor burst transmission (also known as meteor scatter). This relies on
the billions of micrometeorites that strike the Earth’s atmosphere each day, each leaving a long
ionization trail that persists for about a third of a second, and providing a temporary transmission
path between a “mother station” and an area that might be a hundred miles long and a few miles
wide. The mother station transmits continuously, and whenever one of the “daughters” hears
mother, it starts to send packets of data at high speed, to which mother replies. With the low
power levels used in covert operations, it is possible to achieve an average data rate of about 50
bps, with an average latency of about 5 minutes and a range of 500-1,500 miles. With higher
power levels, and in higher latitudes, average data rates can rise into the tens of kilo- bits per
second.

As well as special forces, the U.S. Air Force in Alaska uses meteor scatter as backup
communications for early warning radars. It’s also used in civilian applications such as
monitoring rainfall in Lesotho, Africa. In niche markets, where low bit rates and high latency can
be tolerated, but where equipment size and cost are important, meteor scatter can be hard to beat.

Language Study

1. Combine all words on parts of speech - N, Adj, V, Adv or W/C (word combinations):
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Burst communications, suggest, unpredictable, time-hop, insofar, sweep, miss, meteor burst/
scatter, ionization, trail, average, latency, latitude, backup, rainfall, tolerate.

2. Find the English equivalents to the Russian ones:

HaszBanue npenmosiaraer, ObITh MOMEXOYCTOHYMBBIM, HAHOCHTH yAap aTtMocdepe 3eMiH, OCTaBISATh
MOHU3ALMOHHBINA Clle]l, MaTepPUHCKasi CTAHLUSA, HA BBICOKOM CKOPOCTH, OJHA M3 JOYEPHHUX CTaHLUIM
“CIBIIINT’ MAaTEpPUHCKYIO (CTAHLIMIO), HU3KUH YpOBEHb MOIIHOCTH, 3aJ€p’KKa B CPEIHEM 5 MUHYT,
pe3epBHas CBs3b pajapoB OBICTPOrO pearupoBaHMs, MOHUTOPUHI OCAAKOB, TPYIHO IPEOJOJETh
METEOPUTHYIO TYMAHHOCTb.

3. Fill in the blanks choosing corresponding words from the brackets:

1. Burst (communications, transmission, conduction, reception) as their name suggests, involve
compressing the data and transmitting it in short bursts at times unpredictable by the enemy. 2.
The mother (station, card, modulation, conduction) transmits continuously, and whenever one of
the (“dads”, “broths”, “granddaughters”, “grandpas”, “daughters’) hears mother, it starts to
send packets of data at high speed, to which mother replies.3. With the low (energy, power,
strength, force) levels used in covert operations, it is possible to achieve an average data rate of
about 50 bps. 4. In niche markets, where low bit (ratios, rates, levels, speeds) and high latency
can be tolerated.

4. Find the sentence which is said about the mother and daughters. Write the point of these idea in
two sentences.

TEXT 9.

Combining Covertness and Jam Resistance

There are some rather complex trade-offs
between different LPI, LPPF, and jam resistance
technologies, and other aspects of performance such as
their resistance to fading and multipath, and the
number of wusers that can be accommodated
simultaneously. They also behave differently in the
face of specialized jamming techniques such as swept-
frequency jamming (where the jammer sweeps
repeatedly through the target frequency band) and
repeater jamming (where the jammer follows a hopper
as closely as it can). Some types of jamming translate;
for example, an opponent with insufficient power to block
a signal completely can do partial time jamming on DSSS by emitting pulses that cover most of
its utilized spectrum, and on frequency hop by partial band jamming.

There are also engineering trade-offs. For example, DSSS tends to be about twice as efficient as
frequency hop in power terms, but frequency hop gives much more jamming margin for a given
complexity of equipment. On the other hand, DSSS signals are much harder to locate using
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direction-finding techniques.

System survivability requirements can impose further constraints. It may be essential to prevent
an opponent who has captured one radio and extracted its current key material from using this to
jam a whole network.

A typical modern military system will use some combination of tight beams, DSSS, hopping and
burst.

. The Jaguar tactical radio used by U.K. armed forces hops over one of nine 6.4 MHz
bands, and has an antenna with a steerable null that can be pointed at a jammer or at a hostile
interceptstation.

. Both DSSS and hopping are used with Time Division Multiple Access (TDMA) in the
Joint Tactical Information Distribution System (JTIDS), a U.S. data link system used by
AWACS—the Airborne Warning and Control System—to communicate with fighters. TDMA
separates transmission from reception, and lets users know when to expect their slot. The DSSS
signal has a 57.6 KHz data rate and a 10 MHz chip rate (and so a jamming margin of 36.5 dB),
which hops around in a 255 MHz band with a minimum jump of 30 MHz. The hopping code is
available to all users, while the spreading code is limited to individual circuits. The rationale is
that if an equipment capture leads to the compromise of the spreading code, this would allow
jamming of only a single 10 MHz band, not the full 255 MHz.

. MILSTAR is a U.S. satellite communications system with 1-degree beams from a
geostationary orbit (20 GHz down, 44 GHz up). The effect of the narrow beam is that users can
operate within three miles of the enemy without being detected. Jam protection is from hopping;
its channels hop several thou- sand times a second in bands of 2 GHz.

. A system designed to control MX missiles (but not in the end deployed) is described in
and gives an example of extreme survivability engineering. To be able to withstand a nuclear
first strike, the system had to withstand significant levels of node destruction, jamming, and
atmospheric noise. The design adopted was a frequency hopper at 450 KHz with a dynamically
reconfigurable network.

. French tactical radios have remote controls. The soldier can use the handset a hundred
meters from the radio. This means that attacks on the high-power emitter don’t endanger the
troops so much.

There are also some system-level tricks, such as interference cancellation, where the idea is to
communicate in a band you are jamming and whose jamming waveform is known to your own
radios, so they can cancel it out or hop around it. This can make jamming harder for the enemy by
forcing him to spread his available power over a larger bandwidth, and can make signals intelligence
harder, too.

Language Study
1. Study the next words and word combinations. Divide all words into four columns as Nouns,
Adjectives, Verbs or Word Combinations (W/C). Translate only Nouns and W/C.

Trade-offs, fade, accommodate, behave, swept-frequency jamming, repeatedly, repeater
jamming, partial time jamming, hop, direction-finding, survivability, tight beams, reception,
slot, missiles, withstand, a nuclear strike, node, adopt, reconfigurable, remote controls,
handset, endanger, troop, interference cancellation.

2. Read the title of the text and suppose about what is the text.

a) Write out the text the information about repeater jamming, partial time jamming and
substantiate their meanings in the “jam resistance”
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b) In the paragraph four the aspects of some combination of tight beams, DSSS, hopping and
burst are listed. How many aspects have you counted?

¢) Find the sentence where the main idea of the text is defined.

3. Find in the text all “doers” and write them down. Use the prompt:(\/ + -er (-or) — do+ -er —>doer)

4. Define the “processes” taking place in the text. Use the frame: ﬂ/ + -ing — process

USSR [nteraction Between Civil and Military Uses

Civil and military uses of communications are increasingly
intertwined. Operation Desert Storm (the Gulf War against
Iraq) made extensive use of the Gulf States’ civilian
infrastructure: a huge tactical communications network was
created in a short space of time using satellites, radio links, and
leased lines. Experts from various U.S. armed services claim
that the effect of communications capability on the war was
absolutely decisive. It appears inevitable that both military and
substate groups will attack civilian infrastructure to deny it to
their opponents. Already, satellite links are particularly
vulnerable to uplink jamming. Satellite-based systems such as
GPS have been jammed as an exercise; and there is some discussion of the systemic vulnerabilities
that result from overreliance on it. Another example of growing interdependency is given by the
Global Positioning System, GPS. This started as a U.S. military navigation system, and had a
selective availability feature that limited the accuracy to about a hundred yards unless the user had
the relevant cryptographic key. This had to be turned off during Desert Storm as there weren’t
enough military GPS sets to go around, and civilian equipment had to be used instead. As time went
on, GPS turned out to be so useful, particularly in civil aviation, that the FAA helped find ways to
defeat selective availability that give an accuracy of about three yards, compared with a claimed
eight yards for the standard military receiver. Finally, in May 2000, President Clinton announced the
cessation of selective availability. (Presumably, this preserves its usability in wartime.)

The civilian infrastructure also provides some defensive systems of which government
organizations (especially in the intelligence field) can make use. | mentioned the prepaid mobile
phone, which provides a fair degree of anonymity; secure Web servers offer some possibilities;
and another example is the anonymous remailer, a device that accepts encrypted email, decrypts
it, and sends it on to a destination contained within the outer encrypted envelope. I’1l discuss this
technology in more detail in Section 20.4.3; one of the pioneers of anonymous networking was
the U.S. Navy. Conspiracy theorists suspect that public use of the system provides cover traffic
for classified messages.

Although communications security on the Net has, until now, been interpreted largely in terms of
message confidentiality and authentication, it looks likely that the future will become much more
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like military communications, in that various kinds of service denial attacks, anonymity, and
deception plays will become increasingly important. I’ll return to this theme later. For now, let’s
look at the aspects of electronic warfare that have to do with target acquisition and weapon
guidance, as these are where the arts of jamming and deception have been most highly
developed. (In fact, although there is much more in the open literature on the application of
electronic attack and defense to radar than to communications, much of the same material clearly
applies to both.)

Language Study

1. Study the next words and word combinations. Divide all words into four columns as Nouns,
Adjectives, Verbs or Word Combinations (W/C). Translate only Adjectives and Verbs:

Intertwine, claim, decisive, inevitable, overreliance, selective availability, anonymity, anonymous
remailer, destination, turn out, envelope, traffic, cessation, weapon guidance, acquisition,
deception.

2. a) Rephrase the next sentence fragments following the pattern and translate them. Then find
the sentences in the text and translate them in full.
b) Some sentences are not corresponded the model. Find them and give a translation, too.

substate groups will attack civilian infrastructure to deny it = substate groups will attack civilian
infrastructure which should be denied

1) Satellite links are particularly vulnerable to uplink jamming... .

2) Navigation system had a selective availability feature that limited the accuracy to about a hundred
yards... .

3) This had to be turned off during Desert Storm... .

4) As time went on, GPS turned out to be so useful... .

5) There weren’t enough military GPS sets to go around, and civilian equipment had to be used
instead... .

6) I’ll return to this theme later... .

7) Electronic warfare that have to do with target acquisition and weapon guidance... .

8) Much of the same material clearly applies to both... .

3. a) Find in the text the sentences formed by the model — have + Ved
b) Write them out the text and translate in a written way.

TEXT 11.

Surveillance and Target Acquisition

Although some sensor systems use passive direction finding, the main methods used to detect

hostile targets and guide weapons to them are sonar, radar, and infrared. The first of these to be

developed was sonar, which was invented and deployed in World War | (under the name of

Asdic). Except in submarine warfare, the key sensor is radar. Although radar was invented by
~ 26 ~

Palalalalalalalalal alal el ol el el o o o ool o o o ol el ol el el el al el el el el el el ol ol o o el el el el el el el ol el e oV o oV o oV e e e A N
NN NN

PPPLLLLLLLLSLLLLLLLLLLLLLLLSLLLL LS LS LS LPSSSLS



NANAAN AN AN AN AN AN AN AN AN ANANANANANANANAN N AN AN AN AN AN AN N A NANANNANAN

Christian Hiilsmeyer in 1904 as a maritime anti-collision device, its serious development only
occurred in the 1930s, and it was used by all major participants in World War Il. The electronic
attack and protection techniques developed for it tend to be better developed than, and often go
over to, systems using other sensors. In the context of radar, “electronic attack™ usually means
jamming (though in theory it also includes stealth technology), and “electronic protection” refers
to the techniques used to preserve at least some radar capability.

TEXT 12.

Types of Radar

A very wide range of systems are in use,
including search radars, fire-control radars,
terrain-following radars, counter bombardment
radars, and weather radars. They have a wide
variety of signal characteristics. For example,
radars with a low RF and a low pulse repetition
frequency (PRF) are better for search, while
high-frequency, high PRF devices are better for
tracking. A good textbook on the technology is
by Schleher.

Simple radar designs for search applications may
have a rotating antenna that emits a sequence
of pulses and detects echoes. This was an easy
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electronics; the sweep in the display tube could be

mechanically rotated in synch with the antenna. Fire-control radars often used conical scan; the
beam would be tracked in a circle around the target’s position, and the amplitude of the returns
could drive positioning servos (and weapon controls) directly. Now the beams are often generated
electronically using multiple antenna elements, but tracking loops remain central. Many radars
have a range gate, circuitry that focuses on targets within a certain range of distances from the
antenna; if the radar had to track all objects between, say, 0 and 100 miles, then its pulse
repetition frequency would be limited by the time it takes radio waves to travel 200 miles. This
would have consequences for angular resolution and for tracking performance generally.

Doppler radar measures the velocity of the target by the change in frequency in the return signal. It is
very important in distinguishing moving targets from clutter, the returns reflected from the ground.
Doppler radars may have velocity gates that restrict attention to targets whose radial speed with
respect to the antenna is within certain limits.

Language Study
1. Study the next words and word combinations. Divide all words into four columns as Nouns,
Adjectives, Verbs or Word Combinations (W/C). Translate only Verbs:

Hostile, sonar, infrared, submarine, anti-collision, occur, tend, go over to, preserve, fire-
control, terrain-following, pulse repetition frequency, rotate, echo, implement, synch, conical
scan, track, servos, range gate, circuitry, resolution, velocity, distinguish, clutter, velocity gates.

2. Find in the text the predicative formed by the mode[ to be + Ved ]and say of the fact its

~ 27 ~

Palalalalalalalalal alal el ol el el o o o ool o o o ol el ol el el el al el el el el el el ol ol o o el el el el el el el ol el e oV o oV o oV e e e A N

PPLLLLLLLL LSS LS LS LLLLLLLLLLLLLL LSS LSLLLPLS LSS



Palalalalalalalalal alal el ol el el o o o ool o o o ol el ol el el el al el el el el el el ol ol o o el el el el el el el ol el e oV o oV o oV e e e A N

NANAAN AN AN AN AN AN AN AN AN ANANANANANANANAN N AN AN AN AN AN AN N A NANANNANAN

using.

3. Translate the next sentences into Russian taking into account the meaning of the verbal
forms:

1. Although some sensor systems use passive direction finding, the main methods used to detect
hostile targets and guide weapons to them are sonar, radar, and infrared. 2. The first of these to
be developed was sonar, which was invented and deployed in World War I. 3. A very wide range
of systems are in use, including search radars, fire-control radars, terrain-following radars. 4.
Simple radar designs for search applications may have a rotating antenna that emits a sequence
of pulses and detects echoes. 5. Fire-control radars often used conical scan; the beam would be
tracked in a circle around the target’s position, and the amplitude of the returns could drive
positioning servos directly. 6. If the radar had to track all objects between 0 and 100 miles then its
pulse repetition frequency would be limited by the time it takes radio waves to travel 200 miles.

4. Define the sentences which correspond the point of the text:
1. Radar was invented by Christian Hiilsmeyer in 1906 as a maritime collision device.

2. Radar’s serious development only occurred in the 1930s, and it was used by all major
participants in World War I1.

3. “Jamming” usually means electronic attack (though in theory it also includes phantom
technology), and “ionic protection” refers to the techniques used to preserve at least some
radar capability.

4. The beam would be tracked in a circle around the target’s position, and the amplitude of the
returns could drive positioning servos (and weapon controls) directly.

5. For example, radars with a high RA and a high pulse repetition frequency (HRF) are better
for rest, while low-frequency, high PRF devices are better for tracking.

6. This was an easy way to implement radar in the days before digital electronics; the sweep
in the screen tube could be automatically rotated in synch with the aerial.

7. Now the beams are often generated electronically using multiple antenna elements, but tracking
loops remain central.

8. This would have consequences for triangle resolution and for searching performance generally.
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Jamming Techniques

TEXT 13.

Electronic attack techniques can be passive or active. The earliest countermeasure to be widely
used was chaff—thin strips of conducting foil cut to a half the wavelength of the target signal,
then dispersed to provide a false return. Toward the end of World War I, allied aircraft were
dropping 2,000 tons of chaff a day to degrade German air defenses. Chaff can be dropped directly
by the aircraft attempting to penetrate the defenses (which isn’t ideal, as they will then be at the
apex of an elongated signal) or by support aircraft, or fired forward into a suitable pattern using
rockets or shells. The main counter-countermeasure against chaff is the use of Doppler radars;
the chaff is very light, so it comes to rest almost at once and can be distinguished fairly easily
from moving targets.

Other techniques include small decoys with active repeaters that retransmit radar signals, and
larger decoys that simply reflect them; sometimes one vehicle (such as a helicopter) acts as a
decoy for another more valuable one (such as an aircraft carrier). The principles are quite general.
Weapons that home using RDF are decoyed by special drones that emit seduction RF signals,
while infrared guided missiles are diverted using flares.

The passive countermeasure in which the most money has been invested is stealth, reducing the
radar cross-section (RCS) of a vehicle so that it can be detected only at very much shorter range.
This means, for example, that the enemy has to place his air defense radars closer together, so he
has to buy a lot more of them. Stealth includes a wide range of techniques, and a proper
discussion is well beyond the scope of this book. Some people think of it as “extremely
expensive black paint,” but there’s more to it than that. Because an aircraft’s RCS is typically a
function of its aspect, it may have a fly-by-wire system that continually exhibits an aspect with a
low RCS to identified hostile emitters.

Active countermeasures are much more diverse. Early jammers simply generated a lot of noise in

~ 20 ~

NN

A 2l al el el el el ol el el el alvalv oV ol el el ol oV ol ol ol oVl Vel el el oV el ol el v Vel el Vel Vel Vel el et



Palalalalalalalalal alal el ol el el o o o ool o o o ol el ol el el el al el el el el el el ol ol o o el el el el el el el ol el e oV o oV o oV e e e A N

NANAAN AN AN AN AN AN AN AN AN ANANANANANANANAN N AN AN AN AN AN AN N A NANANNANAN

the range of frequencies used by the target radar; this technique is known as noise jamming or
barrage jamming. Some systems used systematic frequency patterns, such as pulse jammers, or
swept jammers which traversed the frequency range of interest (also known as squidging
oscillators). But such a signal is fairly easy to block—one trick is to use a guard band receiver, a
receiver on a frequency adjacent to the one in use, and to blank the signal when this receiver
shows a jamming signal. It should also be noted that jamming isn’t restricted to one side. As well
as being used by the radar’s opponent, the radar itself can also send suitable spurious signals
from an auxiliary antenna to mask the real signal or simply to overload the defenses.

At the other end of the scale lie hard-kill techniques such as anti-radiation missiles (ARMs), often
fired by support aircraft, which home in on the sources of hostile signals. Defenses against such
weapons include the use of decoy transmitters, and blinking transmitters on and off.

In the middle lies a large toolkit of deception jamming techniques. Most jammers used for self-
protection are deception jammers of one kind or another; barrage and ARM techniques tend to be
more suited to use by support vehicles.

The usual goal with a self-protection jammer is to deny range and bearing information to
attackers. The basic trick is inverse gain jamming or inverse gain amplitude modulation. This is
based on the observation that the directionality of the attacker’s antenna is usually not perfect; in
addition to the main beam, it has sidelobes through which energy is also transmitted and received,
albeit much less efficiently. The sidelobe response can be mapped by observing the transmitted
signal, and a jamming signal can be generated so that the net emission is the inverse of the
antenna’s directional response. The effect, as far as the attacker’s radar is concerned, is that the
signal seems to come from everywhere; instead of a “blip” on the radar screen you see a circle
centered on your own antenna. Inverse gain jamming is very effective against the older conical-
scan fire-control systems.

More generally, the technique is to retransmit the radar signal with a systematic change in delay
and/or frequency. This can be either noncoherent, in which case the jammer is called a
transponder, or coherent—that is, with the right waveform—when it’s a repeater. (It is now
common to store received waveforms in digital radio frequency memory (DRFM) and manipulate
them using signal processing chips.)

An elementary countermeasure is burn-through. By lowering the pulse repetition frequency, the
dwell time is increased, so the return signal is stronger—at the cost of less precision. A more
sophisticated countermeasure is range gate pull-off (RGPO). Here, the jammer transmits a
number of fake pulses that are stronger than the real ones, thus capturing the receiver, and then
moving them out of phase so that the target is no longer in the receiver’s range gate. Similarly,
with Doppler radars the basic trick is velocity gate pull-off (VGPO). With older radars, successful
RGPO would cause the radar to break lock and the target to disappear from the screen. Modern
radars can reacquire lock very quickly, so RGPO must either be performed repeatedly or combined
with another technigue—commonly, with inverse gain jamming to break angle tracking at the same
time.

An elementary counter-countermeasure is to jitter the pulse repetition frequency. Each outgoing
pulse is either delayed or not, depending on a lag sequence generated by a stream cipher or
random number generator. This means that the jammer cannot anticipate when the next pulse will
arrive, and so has to follow it. Such follower jamming can only make false targets that appear to be
further away. The (counter)-measure is for the radar to have a leading-edge tracker, which responds
only to the first return pulse; and the (counter)-measures can include jamming at such a high power
that the receiver’s automatic gain control circuit is captured, or cover jamming in which the jamming
pulse is long enough to cover the maximum jitter period.

The next twist of the screw may involve tactics. Chaff is often used to force a radar into Doppler
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mode, which makes PRF jitter difficult (as continuous waveforms are better than pulsed for
Doppler), while leading-edge trackers may be combined with frequency agility and smart signal
processing. For example, true target returns fluctuate, and have realistic accelerations, while
simple transponders and repeaters give out a more or less steady signal. Of course, it’s always
possible for designers to be too clever; the Mig-29 could decelerate more rapidly in level flight
by a rapid pull-up than some radar designers had anticipated, and so pilots could use this
maneuver to break radar lock. And now, of course, enough MIPS are available to manufacture
realistic false returns.

Language Study

1. Study the next words and word combinations. Divide all words into four columns as Nouns,
Adjectives, Verbs or Word Combinations (W/C). Translate only Adjectives and Verbs:

Countermeasure, chaff, foil, dispersed, allied, penetrate, counter-countermeasure, moving
targets, decoys, vehicle, carrier, seduction, divert, flare, stealth, radar cross-section, exhibit,
barrage, adjacent, spurious, mask, scale, toolkit, sidelobes, albeit, inverse, blip, transponder,
dwell, precision, reacquire, jitter, anticipate, twist, screw, fluctuate, acceleration, Mig-29,
decelerate, pull-up, maneuver.

2. Join the two parts of the sentence using next conjunctions. Translate the formed
sentences:

a) then
The earliest countermeasure to be widely used was chaff. Dispersed to provide a false return.

b) as
Chaff can be dropped directly by the aircraft attempting to penetrate the defenses (which isn’t
ideal. They will then be at the apex of an elongated signal).

c) that, while
Weapons. Home using RDF are decoyed by special drones that emit seduction RF signals.
Infrared guided missiles are diverted using flares.

d) in which, so that
The passive countermeasure. The most money has been invested is stealth, reducing the radar cross-
section (RCS) of a vehicle. It can be detected only at very much shorter range.

e) that, so
This means... the enemy has to place his air defense radars closer together. He has to buy a lot
more of them.

d) or, as well as
Being used by the radar’s opponent ... the radar itself can also send suitable spurious signals from
an auxiliary antenna to mask the real signal ... simply to overload the defenses.

) which, such as
At the other end of the scale lie hard-kill techniques ... anti-radiation missiles (ARMs), often fired
by support aircraft, ... home in on the sources of hostile signals.
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g) that
The directionality of the attacker’s antenna is usually not perfect. This is based on the
observation.

h) so that, and
The sidelobe response can be mapped by observing the transmitted signal. A jamming signal can
be generated. The net emission is the inverse of the antenna’s directional response.

3. Find in the text and write down 5 conjunctionless sentences. Translate them in a written
way.

Advanced Radars and Countermeasures

TEXT 14.

A number of advanced techniques are used to give an edge
on the jammer. Pulse compression, first developed in
Germany in World War I, uses a kind of direct sequence
spread-spectrum pulse, filtered on return by a matched
filter to compress it again. This can give processing gains
of 10-1,000. Pulse compression radars are resistant to
transponder jammers, but are wvulnerable to repeater
jammers, especially those with digital radio frequency
memory. However, the use of LPI waveforms is important
if you do not wish the target to detect you first.
Pulsed Doppler is much the same as Doppler, and sends a
series of phase stable pulses. It has come to dominate many high-end markets, and is widely used,
for example, in look-down shoot-down systems for air defense against low-flying intruders. As
with elementary pulsed tracking radars, different RF and pulse repetition frequencies have
different characteristics: we want low-frequency/PRF for unambiguous range/velocity and also to
reduce clutter—but this can leave many blind spots. Airborne radars that have to deal with many
threats use high PRF and look only for velocities above some threshold, say 100 knots—»but are
weak in tail chases. The usual compromise is medium PRF—but this suffers from severe range
ambiguities in airborne operations. Also, search radar requires long, diverse bursts, whereas
tracking needs only short, tuned ones. An advantage is that pulsed Doppler can discriminate some
very specific signals, such as modulation provided by turbine blades in jet engines. The main
deception strategy used against pulsed Doppler is velocity gate pull- off, although a new variant is to
excite multiple velocity gates with deceptive returns.

Monopulse is becoming one of the most popular techniques. It is used, for example, in
the Exocet missiles that proved so difficult to jam in the Falklands war. The idea is to have four
linked antennas so that azimuth and elevation data can be computed from each return pulse using
interferometric techniques. Monopulse radars are difficult and expensive to jam, unless a design
defect can be exploited; the usual techniques involve tricks such as formation jamming and terrain
bounce. Often the preferred defensive strategy is just to use towed decoys.

One of the more recent tricks is passive coherent location. Lockheed’s Silent Sentry system has
no emitters at all, but rather utilizes reflections of commercial radio and television broadcast
signals to detect and track airborne objects. The receivers, being passive, are hard to locate and
attack; and knocking out the system entails destroying major civilian infrastructures, which
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opponents will often prefer not to do for various propaganda reasons. This strategy is moderately
effective against some kinds of stealth technology.

The emergence of digital radio frequency memory and other software radio techniques holds out
the prospect of much more complex attack and defense. Both radar and jammer waveforms may
be adapted to the tactical situation with much greater flexibility than before. But fancy
combinations of spectral, temporal, and spatial characteristics will not be the whole story.
Effective electronic attack is likely to continue to require the effective coordination of different
passive and active tools with weapons and tactics. The importance of intelligence, and of careful
deception planning, is likely to increase.

Language Study
1. Study the next words and word combinations. Divide all words into four columns as Nouns,
Adjectives, Verbs or Word Combinations (W/C). Translate only Nouns and Adjectives:

Advanced techniques, pulse compression, stable, look-down shoot-down systems, unambiguous,
clutter, thresholds, knots, suffer, bursts, deception strategy, monopulse, compute, emergence
flexibility, spatial.

2. What of Russian equivalents will be more corresponding to the defined English construction?

1. Pulse compression, first developed in Germany in World War Il, uses a kind of direct
sequence spread-spectrum pulse (mpamyrwo nocredosamenvrocmv  UMNYILCO8  C
pPAaACUUpPerHHbIM CREKMPOM, NPAMYIO UMNYTIbCHYIO nocniedoeamenbHoCcms pacutuperHHoco
cnexmpa), filtered on return by a matched filter to compress it again.

2. Pulse compression radars are resistant to transponder jammers, but are vulnerable to
repeater jammers (yszeumvie eaywumenu pempacisamopos, Ya3eumvl 01 Pempancisimopos
enywumeneti), especially those with digital radio frequency memory.

3. Airborne radars that have to deal with many threats use high PRF and look only for
velocities above some threshold (sviuckusarom cxopocmo eviwie nexoeco nopoea; uugym
ckopocmu  npesviwiarowue nopoz2osoe 3nawenue), say 100 knots—but are weak in tail
chases.

4. The idea is to have four linked antennas so that azimuth and elevation data can be
computed from each return pulse using interferometric techniques. (moecym 6wvimes
6bl4YUCIIEHbl us Kax#c0020 OmpCIDfCéHHOZO umnyivca C ucnoJjibzoearuem
unmepgepomempuieckux  memooog,  Mo2ym — Oblmb  BbIYUCAEHbL OM  KAHCO020
OMPAANCEHHO20 UMNYNIbCA, UCNOAb3YS UHMepghepomempuiecKue memoobvl).

5. Monopulse radars are difficult and expensive to jam, unless a design defect can be exploited; the
usual techniques involve tricks such as formation jamming and terrain bounce (o6wsrunsie Memoowt
6KJlIO4Yaronm npuemsl, maxkue KakK 06pa306aHue U 3AKIUHUBAHUA MeCmHOCmuU OnCKOKd, 0bblyHbLE
Memoowvl 6KII0YUAIOM npuemsl, maxKue Kak 06pa306aHue 63AUMHbLX NOMEX npu npué'Me u ux 3emHoe
ompabjiceHue).

6. Lockheed’s Silent Sentry system has no emitters at all, but rather utilizes reflections of
commercial radio and television broadcast signals (ne umeem uznyuamenu na écex, a ckopee
ucnojlibsyem ompasiHCeHUusl KOMmepdecKux paduo- U mejleBU3UOHHbIX 6eamelbHblX CUCHAN086,
606ce He umeem u3ﬂyqameﬂed, a CKopee ucnojvbsyem ompasiceHue KomMmepiuecKux
mpancaupyemuvlx paouo- u menecucnanog) to detect and track airborne objects.
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3. Define the English sentence which is the equivalent to the Russian one:

I/ICIIOJIB3yETCﬂ paa mepeaIoBbIX METOA0B, IPUMECHACMBIX MPEUMYIICCTBEHHO HA TIYIIHTEIsX.

A number of advanced techniques are used to give an edge on the jammer.
Advanced techniques are used to give an edge on the jammer.

New technologies are used only for jamming.

A new technology are applied to the jammer band.

=09 =

\
Hpel/lMle.leCTBO COCTOUT B TOM, YTO HMMIYJbCHas JIOILICPOBCKasg YacToTa MOXKET Ppa3jinvyartrb

HEKOTOPbIC OYCHD cneumbnqeume CUTHAJIbI, TAKHE€ KAK MOAYJ/IAIIUA, IPOU3BOIUMANA TypﬁI/IHHbIMI/I
JIONMACTAMM PCAKTHBHBIX JBHUTaTesen.

1. Pulsed Doppler can discriminate some very specific signals, such as modulation provided by
turbine blades in jet engines.

2. An advantage is that pulsed Doppler can discriminate some very specific signals, such as
modulation provided by turbine blades in jet engines.

3. The Doppler can discriminate specific signals, such as modulation made by turbine blades in jet
engines.

4. An advantage is that jammer can discriminate some very important signals, such as amplitude
provided by turbine blades in jet engines.

S Other Sensors and Multisensor Issues

Much of what was said about radar earlier applies to
sonar as well, and a fair amount applies to
infrared. Passive decoys—flares—worked very
well against early heat-seeking missiles that used a
mechanically spun detector, but are less effective
against modern detectors that incorporate signal
processing. Flares are like chaff in that they
decelerate rapidly with respect to the target, so the
attacker can filter on velocity or acceleration. Flares
are also like repeater jammers in that their signals
are relatively stable and strong compared with real
targets.

Active infrared jamming is harder, and thus less
widespread, than radar jamming. It tends to exploit features of the hostile sensor by pulsing at a rate
or in a pattern that causes confusion. Some infrared defense systems are starting to employ lasers to
disable the sensors of incoming weapons; and it has recently been admitted that a number of UFO
sightings were actually due to various kinds of jamming (both radar and infra- red).

One growth area is multisensor data fusion, whereby inputs from radars, infrared sensors, video
cameras, and even humans are combined to give better target identification and tracking than any
could individually. The Rapier air defense missile, for example, uses radar to acquire azimuth
while tracking is carried out optically in visual conditions. Data fusion can be harder than it
seems. Combining two alarm systems will generally result in improving either the false alarm or
the missed alarm rate, while making the other worse. If you scramble your fighters when you see
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a blip on either the radar or the infrared, there will be more false alarms; but if you scramble only
when you see both, it will be easier for the enemy to jam you or to sneak through.

System issues become more complex where the attacker himself is on a platform that’s vulnerable
to counterattack, such as a fighter bomber. He will have systems for threat recognition, direction
finding, and missile approach warning; and the receivers in these will be deafened by his jammer.
The usual trick is to turn the jammer off for a short “look-through™ period at random times.

With multiple friendly and hostile platforms, things get much more complex still. Each side might
have specialist support vehicles with high-power dedicated equipment, which makes it to some
extent an energy battle—he with the most watts wins.” A SAM belt may have multiple radars at
different frequencies to make jamming harder. The overall effect of jamming (as of stealth) is to
reduce the effective range of radar. But the jamming margin also matters, and who has the most
vehicles, and the tactics employed.

With multiple vehicles engaged, it’s also necessary to have a reliable way of distinguishing friend
from foe.

Language Study

1. Study the next words and word combinations. Divide all words into four columns as Nouns,
Adjectives, Verbs or Word Combinations (W/C). Translate only Nouns, Adjectives and Verbs:

Infrared, decoy, heat-seeking missiles, spun, flare, chaff, decelerate, multisensor data fusion,
azimuth, conditions, scramble, blip, scramble, sneak through, belt, margin.

2. Complete the next sentences with the corresponded endings from the right column:

1. Passive flares worked very well against early heat-seeking missiles that used a mechanically
spun detector, ...

2. Flares are also like repeater jammers in that ...
3. It tends to exploit features of the hostile sensor by pulsing at a rate or in a pattern ...
4. ..., there will be more false alarms.

5. ..., which makes it to some extent an energy battle.

a) their signals are relatively stable and strong compared with real targets.

b) that causes confusion.

c) but are less effective against modern detectors that incorporate signal processing.

d) if you scramble your fighters when you see a blip on either the radar or the infrared...

e) each side might have specialist support vehicles with high-power dedicated equipment...

3. Fill in the blanks choosing one of the offered variants:

NN

PPPLLLLLLLLSLLLLLLLLLLLLLLLSLLLL LS LS LS LPSSSLS



Palalalalalalalalal alal el ol el el o o o ool o o o ol el ol el el el al el el el el el el ol ol o o el el el el el el el ol el e oV o oV o oV e e e A N

NANAAN AN AN AN AN AN AN AN AN ANANANANANANANAN N AN AN AN AN AN AN N A NANANNANAN

One growth area is ... (multisensor, sensor, insensor) data fusion, whereby inputs from radars,
infrared sensors, video cameras, and even humans are combined to give better target
identification and tracking than any could individually. The Rapier air defense ... (missile, rocket,
jet-propelled projectile) for example, uses radar to acquire azimuth while tracking is carried out
optically in visual conditions. Data ... (fusion, confluence, alloy) can be harder than it seems.
Combining two ... (alarm, alert, trouble) systems will generally result in improving either the
false alarm or the missed alarm rate, while making the other worse. If you ... (scramble, bout,
struggle) your fighters when you see a blip on either the radar or the infrared, there will be more
false alarms; but if you scramble only when you see both, it will be easier for the enemy to jam
you or ... (to sneak, slink, scrounge) through.

TEXT 16. IFF Systems

The technological innovations of World War 11—
and especially jet aircraft, radar, and missiles—
made it impractical to identify targets visually, and
imperative to have an automatic way to identify
friend or foe (IFF). Early IFF systems emerged
during that war, using a vehicle serial nhumber or
“code of the day”; but this is open to spoofing.
Since the 1960s, U.S. aircraft have used the Mark
XII system, which has cryptographic protection as
discussed in Section 2.3. Here, it isn’t the
cryptography that’s the hard part, but rather the
protocol and operational problems.

The Mark XII has four modes, of which the secure
mode uses a 32-bit challenge and a 4-bit response. This
is a precedent set by its predecessor, the Mark X; if challenges or responses were too long, the
radar’s pulse repetition frequency (and thus it accuracy) would be degraded. The Mark XII sends
a series of 12-20 challenges at a rate of one every four milliseconds. In the original
implementation, the responses were displayed on a screen at a position offset by the arithmetic
difference between the actual response and the expected one. The effect was that while a foe had a
null or random response, a friend would have responses at or near the center screen, which would
light up. Reflection attacks are prevented, and MIG-in-the-middle attacks made much harder,
because the challenge uses a focused antenna, while the receiver is omnidirectional. (In fact, the
antenna used for the challenge is typically the fire control radar, which in older systems was
conically scanned).

I mentioned in Section 2.3 that cryptographic protection alone isn’t bulletproof: the enemy might
record and replay valid challenges, with a view to using your IFF signal for direction finding
purposes. This can be a real problem in dense operational areas with many vehicles and emitters,
such as on the border between East and West Germany during the Cold War, and parts of the
Middle East to this day. There, the return signal can be degraded by overlapping signals from
nearby aircraft—an effect known as garbling. In the other direction, aircraft transponders
subjected to many challenges may be unable to decode them properly—an effect known as
fruiting. Controlling these phenomena means minimizing the length of challenge and response
signals, which limits the usefulness of cryptographic protection. As a result, the Royal Air Force
resisted American demands to make the Mark XIlI a NATO requirement and continues using the
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World-War-l1l-vintage Mark X, changing the codes every 30 minutes. (The details of Mark X and
Mark XII, and the R.A.F.-U.S.A.F. debate, can be found in. This is yet another example of the
surprising difficulty of getting cryptography to add value to a system design.

The system-level issues are even less tractable. The requirement is to identify enemy forces, but
an IFF system reliant on cooperation from the target can only identify friends positively. Neither
neutrals, nor friends with defective or incorrectly set transponders, can be distinguished from
enemies. So while IFF may be used as a primary mechanism in areas where neutrals are excluded
(such as in the vicinity of naval task forces at sea in wartime), its more usual use is as an adjunct
to more traditional methods, such as correlation with flight plans. In this role it can still be very
valuable.

Since the Gulf war, in which 25% of Allied troop casualties were caused by “friendly fire”, a
number of experimental systems have been developed that extend IFF to ground troops. One U.S.
system combines laser and RF components. Shooters have lasers, and soldiers have transponders;
when the soldier is illuminated with a suitable challenge, his equipment broadcasts a “don’t shoot
me” message using frequency- hopping radio. An extension allows aircraft to broadcast targeting
intentions on millimeter wave radio. This system was due to be fielded in the year 2000. Britain is
developing a cheaper system called MAGPIE, in which friendly vehicles carry a low- probability-
of-intercept millimeter wave transmitter, and shooters carry a directional receiver. (Dismounted
British foot soldiers, unlike their American counterparts, have no protection.) Other countries are
developing yet other systems.

Language Study

1. Study the next words and word combinations. Divide all words into four columns as Nouns,
Adjectives, Verbs or Word Combinations (W/C). Translate only Nouns and Verbs:

Imperative, identify friend or foe, emerge, spoof, mode, challenge, accuracy, implementation,
omnidirectional, bulletproof, garbling, fruiting, reliant, distinguish, casualties, MAGPIE,
carry.

2. Translate the next sentences and define their conformity and discrepancy to the text content:

Since the 1960s, U.S. aircraft have used the Mark XII system, which has cryptographic protection
as discussed in Section 2.3. Here, it isn’t the cryptography that’s the hard part, but rather the
protocol and operational problems.

The Mark XII has four modes, of which the secure mode uses a 32-bit challenge and a 4-bit
response. This is a precedent set by its predecessor, the Mark X; if challenges or responses were
too long, the radar’s pulse repetition frequency (and thus it accuracy) would be degrading. The
Mark XII sends a series of 12-20 challenges at a rate of one every four milliseconds. In the
original implementation, the responses were displaying on a screen at a position offset by the
arithmetic difference between the actual response and the expected one. The effect was that while
a foe had a null or random response, a friend would have responses at or near the center screen,
which would lighting up. Reflection attacks are prevented, and MIG-in-the-middle attacks made
much harder, because the challenge uses a focused antenna, while the receiver is omnidirectional.
(In fact, the antenna used for the challenge is typically the fire control radar, which in older
systems was conically be scanning).
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3. Find the English equivalents to the Russian lexis in the text:

Texnuueckue H06066e0eHUA; PEAKMUGHDBIIL CAMOIEM; COE1AMb HENPAKMUYHBIM ONA 6U3YATNbHOZ0
oonapyycenusn uenu,  udenmuuyuposamev Opyza uau epaza; Ovimb OMKPLIMBIM 0Ji1 HOOMEH;
uUMems Wu@dpPosanvHy0 3auumy; omoopa)3céHHvie Ha IKPAHE OMEembl 6 CMEUEHHOM NOI0IHCEHUU;
mo20a KaKk NpuUémMHUK 6CEHANPAGICH,; WUPPOCANbHAA 3AUWUMA He AGNAECMCA NYeHenpooueaemoil;
01 NeNeHZAUUOHHBIX Ueslell; OMPANCEHHBIIL CUZHATI MOdcem 0blmb NOOAGIeH NEPeKPblearouumu
CUCHANAMU; MOIICEM OKA3AMbCA He 6 COCMOAHUU PACUUPPosams ux npaguibHO; NOJO0HCUMENbHO
pacnosnagamv Opy3eil; y CMPENK0O8 UMEIONCA J1a3epbl, y COA0am — MPAHCHOHOEPbl;  CONOAMbl
nOO0CEEeUUBAIOMCA COOMBEMCMEYIOWUM COOOUeHUEM, YMO ux 000pyoosanus mpaucaupyrom ''ne
cmpenaiime 6 MeHA'"', UCNONB3YA PAOUO CKAUKOB020 PACRPOCMPAHEHUSA PAOUOBOJIH.

TEXT 17. Directed Energy Weapons

In the late 1930s, there was panic in Britain and America on rumors that the Nazis had developed
a high-power radio beam that would burn out vehicle ignition systems. British scientists studied
the problem and concluded that this was infeasible. They were correct—given the relatively low-
powered radio transmitters, and the simple but robust vehicle electronics, of the 1930s.

Things started to change with the arrival of the atomic bomb. The detonation of a nuclear device
creates a large pulse of gamma-ray photons, which in turn displace electrons from air molecules
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by Compton scattering. The large induced currents give rise to an electromagnetic pulse (EMP),
which may be thought of as a very high amplitude pulse of radio waves with a very short rise
time.

Where a nuclear explosion occurs within the earth’s atmosphere, the EMP energy is predominantly
in the VHF and UHF bands, though there is enough energy at lower frequencies for a radio flash to
be observable thousands of miles away. Within a few tens of miles of the explosion, the radio
frequency energy may induce currents large enough to damage most electronic equipment that has
not been hardened. The effects of a blast outside the earth’s atmosphere are believed to be much
worse (although there has never been a test). The gamma photons can travel thousands of miles
before they strike the earth’s atmosphere, which could ionize to form an antenna on a continental
scale. It is reckoned that most electronic equipment in Northern Europe could be burned out by a
one megaton blast at a height of 250 miles above the North Sea. For this reason, critical military
systems are carefully shielded.

Western concern about EMP grew after the Soviet Union started a research program on non-nuclear
EMP weapons in the mid-80s. At the time, the United States was deploying “neutron bombs” in
Europe—enhanced radiation weapons that could kill people without demolishing buildings. The
Soviets portrayed this as a “capitalist bomb” which would destroy people while leaving property
intact, and responded by threatening a “socialist bomb” to destroy property (in the form of
electronics) while leaving the surrounding people intact.

By the end of World War II, the invention of the cavity magnetron had made it possible to build
radars powerful enough to damage unprotected electronic circuitry for a range of several hundred
yards. The move from valves to transistors and integrated circuits has increased the vulnerability of
most commercial electronic equipment. A terrorist group could in theory mount a radar in a truck
and drive around a city’s financial sector wiping out the banks. For battlefield use, a more compact
form factor is preferred, and so the Soviets are said to have built high-energy RF (HERF) devices
from capacitors, magneto hydrodynamic generators and the like.

By the mid-1990s, the concern that terrorists might get hold of these weapons from the former
Soviet Union led the agencies to try to sell commerce and industry on the idea of electromagnetic
shielding. These efforts were dismissed as hype. Personally, | tend to agree. The details of the
Soviet HERF bombs haven’t been released, but physics suggests that EMP is limited by the
dielectric strength of air and the cross-section of the antenna. In nuclear EMP, the effective
antenna size could be a few hundred meters for an end atmospheric blast, up to several thousand
kilometers for an exoatmospheric one. But in “ordinary” EMP/HERF, it seems that the antenna
will be at most a few meters. NATO planners concluded that military command and control
systems that were already hardened for nuclear EMP should be unaffected.

As for the civilian infrastructure, | suspect that a terrorist can do a lot more damage with an old-
fashioned truck bomb made with a ton of fertilizer and fuel oil, and he doesn’t need a PhD in
physics to design one! Anyway, the standard reference on EMP is.

Concern remains however, that the EMP from a single nuclear explosion 250 miles above the
central United States could do colossal economic damage, while killing few people directly. This
potentially gives a blackmail weapon to countries such as Iran and North Korea, both of which
have nuclear ambitions but primitive infrastructures. In general, a massive attack on electronic
communications is more of a threat to countries such as the United States that depend heavily on
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them than on countries such as North Korea, or even China, that don’t. This observation goes
across to attacks on the Internet as well, so let’s now turn to information warfare.

Language Study

1. Study the next words and word combinations. Divide all words into four columns as Nouns,
Adjectives, Verbs or Word Combinations (W/C). Translate only Adjectives and Word
Combinations and Verbs:

Rumors, a high-power radio beam, infeasible, an robust, electromagnetic pulse, a nuclear
explosion, induce, a blast, reckon, enhanced radiation, deploy, demolish, cavity, hype, cross-

section, exoatmospheric, fertilizer.

2. Find the second part of the sentence according the point of the text:

1. In the late 1930s, there was panic in
Britain and America on rumors that
the Nazis had developed a high-power
radio beam...

2. The detonation of a nuclear device
creates a large pulse of gamma-ray
photons, ...

3. The large induced currents give rise to an
electromagnetic pulse (EMP), ...

4. ... that has not been hardened.

5. ..., which could ionize to form an
antenna on a continental scale.

amplitude pulse of radio waves with a very short
rise time.

b) which in turn displace electrons from air
molecules by Compton scattering.

c) within a few tens of miles of the explosion,
the radio frequency energy may induce
currents large enough to damage most
electronic equipment...

d) that would burn out vehicle ignition

systems. British scientists studied the
problem and concluded that this was
infeasible.

e) the gamma photons can travel thousands of
miles before they strike the earth’s atmosphere

a) which may be thought of as a very high

3. Translate the word combinations built by the next models:

a) VedtN

A high-power radio beam developed by the Nazis, given the relatively low-powered radio
transmitters they were correct, started to change things, the large induced currents, has not been
hardened electronic equipment, displaced electrons from air molecules by Compton scattering,
may be thought of an electromagnetic pulse as a very high amplitude pulse of radio waves with a
very short rise time, carefully shielded critical military systems, enhanced radiation weapons, hype
dismissed these efforts, bomb made with a ton of fertilizer.
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TEXT 18. Information Warfare

Since about 1995, the phrase information
warfare has come into wide use. Its popularity
appears to have been catalyzed by operational
experience in Desert Storm. There, air power
was used to degrade the Iraqgi defenses before the
land attack was launched; and one goal of NSA
personnel supporting the allies was to enable the
initial attack to be made without casualties—
even though the Iragi air defenses were at that
time intact and alert. The attack involved a
mixture of standard e-war techniques, such as
jammers and antiradiation missiles; cruise missile attacks on command centers; attacks by special
forces, who sneaked into Irag and dug up lengths of communications cabling from the desert; and,
allegedly, the use of hacking tricks to disable computers and telephone exchanges. (By 1990, the
U.S. Army was already calling for bids for virus production.) The operation successfully achieved its
mission of ensuring zero Allied casualties on the first night of the aerial bombardment. Military
planners and think tanks started to consider how the success could be extended.

There is little agreement about definitions. The conventional view, arising out of Desert Storm,
was expressed by Major Yu Lin Whitehead:

The strategist . . . should employ [the information weapon] as a precursor weapon to blind the
enemy prior to conventional attacks and operations.

The more aggressive view is that properly conducted information operations should encompass
everything from signals intelligence to propaganda; and, given the reliance that modern societies
place on information, it should suffice to break the enemy’s will without fighting.

Definitions
In fact, there are roughly three views on what information warfare means:

. It is just a remarketing of the stuff that the agencies have been doing for decades
anyway, in an attempt to maintain the agencies’ budgets post-Cold-War.

. It consists of the use of hacking in a broad sense—network attack tools, computer
viruses, and so on—in conflict between states or substate groups, in order to deny critical military
and other services, whether for operational or propaganda purposes. It has been observed, for
example, that the Internet, though designed to withstand thermonuclear bombardment, was
knocked out by the Morris worm.

. It extends the electronic warfare doctrine of controlling the electromagnetic spectrum to
control of all information relevant to the conflict. It thus extends traditional e-war techniques,
such as radar jammers, by adding assorted hacking techniques, but also incorporates propaganda
and news management.
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The first of these views was the one taken by some cynical defense insiders to whom I’ve spoken.
The second is the popular view found in newspaper articles, and also Whitehead’s. It’s the one I’ll
use as a guide in this section, but without taking a position on whether it actually contains anything
really new, either technically or doctrinally.

The third finds expression in a book by Dorothy Denning, whose definition of information
warfare is, “operations that target or exploit information media in order to win some advantage
over an adversary.” Its interpretation is so broad that it includes not just hacking but all of
electronic warfare and all existing intelligence-gathering techniques (from sigint through
satellite imagery to spies), and propaganda, too. In a later article, she’s discussed the role of the
Net in the propaganda and activism surrounding the Kosovo war. However the bulk of her book
is given over to computer security and related topics.

A similar view of information warfare, and from a writer whose background is defense planning
rather than computer security, is by Edward Waltz. He defines information superiority as “the
capability to collect, process and disseminate an uninterrupted flow of information while
exploiting or denying an adversary’s ability to do the same”. The theory is that such superiority will
allow the conduct of operations without effective opposition. The book has less technical detail on
computer security matters than Denning’s, but sets forth a first attempt to formulate a military
doctrine of information operations.

Language Study

1. Study the next words and word combinations. Divide all words into four columns as Nouns,
Adjectives, Verbs or Word Combinations (W/C). Translate only Nouns, Adjectives and Verbs:

Information warfare, degrade, goal, allies, casualties, antiradiation missiles, allegedly, aerial
bombardment, information weapon, precursor weapon, encompass, reliance, suffice, roughly, in a
broad sense, to withstand thermonuclear bombardment, cynical, exploit, adversary,
intelligence-gathering, sigint, bulk, related, information superiority, disseminate an
uninterrupted flow of information.

2. Find in the text the word combinations with the given words and translate them. Give the
words with the opposite meaning:

Popularity, attack, a mixture, dig up, ensuring, bids, conventional, stuff, relevant, view,
propaganda, denying, detail.

3. Insert the appropriate to the point of the sentence conjunction into the sentences:

1. Air power was used to degrade the Iraqgi defenses ... the land attack was launched. (what,
that, if, before)

2. The attack involved a mixture of standard e-war techniques, such as jammers and
antiradiation missiles; attacks by special forces, ... sneaked into Iraq and dug up lengths of
communications cabling from the desert. (how, who, whether)

3. It consists of the use of hacking in a broad sense—network attack tools, computer viruses,
and so on—in conflict between states or substate groups, ... deny critical military and
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other services, ... for operational or propaganda purposes. (in order to, that, while; which,
after, whether)

4. 1t thus extends traditional e-war techniques, such as radar jammers, by adding assorted hacking
techniques, ... also incorporates propaganda and news management. (because, what, that’s why,

but)
5. The third finds expression in a book by Dorothy Denning, ... definition of information
warfare is, “operations ... target or exploit information media in order to win some

advantage over an adversary.” (whose, that, which; while, that, if)

TEXT 19. Doctrine

When writers such as Denning and Waltz include
propaganda operations in information warfare, the
cynical defense insider may remark that nothing has
changed. From Roman and Mongol efforts to promote a
myth of invincibility, through the use of propaganda
radio stations by both sides in World War Il and the
Cold War, to the bombing of Serbian TV during the
Kosovo campaign and denial-of-service attacks on
Chechen Web sites by Russian agencies—the tools may
change but the game remains the same.

But there is a twist, perhaps thanks to government and
military leaders’ lack of familiarity with the Internet.
When teenage kids deface a U.S. government department
Web site, an experienced computer security professional
is likely to see it as the equivalent of graffiti scrawled on
the wall of a public building. After all, it’s easy enough to WA R F A R E
do, and easy enough to remove. But the information
warfare community can paint it as undermining the
posture of information dominance that a country must
project in order to deter aggression.

So there is a fair amount of debunking to be done before the political and military leadership can
start to think clearly about the issues. For example, it’s often stated that information warfare
provides casualty-free way to win wars: “just hack the Iranian power grid and watch them sue for
peace.”

The three obvious comments are as follows:

. The denial-of-service attacks that have so far been conducted on information systems
without the use of physical force have mostly had a transient effect. A computer goes down; the
operators find out what happened; they restore the system from backup and restart it. An outage
of a few hours may be enough to let a wave of bombers get through unscathed, but it appears
unlikely to bring a country to its knees. In this context, the failure of the Millennium Bug to cause
the expected damage may be a useful warning.
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. Insofar as there is a vulnerability, developed countries are more exposed. The power
grid in the United States or Britain is much more computerized than that in the average
developing country.

. Finally, if such an attack causes the deaths of several dozen people in Iranian hospitals,
the Iranians aren’t likely to see the matter much differently from a conventional military attack
that killed the same number of people. Indeed, if information war targets civilians to greater
extent than the alternatives, then the attackers’ leaders are likely to be portrayed as war
criminals. The Pinochet case, in which a former head of government only escaped extradition on
health grounds, should give pause for thought. Having made these points, | will restrict discussion in
the rest of this section to technical matters.

Language Study

1. Study the next words and word combinations. Divide all words into four columns as Nouns,
Adjectives, Verbs or Word Combinations (W/C). Translate only Nouns, Adjectives and Word
Combinations:

Myth of invincibility, denial-of-service, twist, familiarity, scrawl, paint, undermining, posture,

dominance, deter, issues, grid, transient effect, restore, outage, insofar, vulnerability, expose,
average, civilians, war criminals, pause, restrict.

2. Translate the given sentences into Russian language:

1. From Roman and Mongol efforts to promote a myth of invincibility, through the use of
propaganda radio stations by both sides in World War Il and the Cold War, to the bombing of
Serbian TV during the Kosovo campaign and denial-of-service attacks on Chechen Web sites by
Russian agencies—the tools may change but the game remains the same.

2. When teenage kids deface a U.S. government department Web site, an experienced computer
security professional is likely to see it as the equivalent of graffiti scrawled on the wall of a public
building. After all, it’s easy enough to do, and easy enough to remove. But the information
warfare community can paint it as undermining the posture of information dominance that a
country must project in order to deter aggression.

3. So there is a fair amount of debunking to be done before the political and military leadership can
start to think clearly about the issues. For example, it’s often stated that information warfare
provides casualty-free way to win wars: “just hack the Iranian power grid and watch them sue for
peace.”

3. Finish the next sentences choosing the appropriate word combinations from the underneath
list:

1. A computer goes down; the operators find out what happened; they restore
and restart it. An outage of a few hours may be get through unscathed, but it
appears unlikely .

2. in the United States or Britain is much more computerized than that in the

3. If such an attack causes the deaths of in Iranian hospitals, the Iranians aren’t

PPPLLLLLLLLSLLLLLLLLLLLLLLLSLLLL LS LS LS LPSSSLS

Palalalalalalalalal alal el ol el el o o o ool o o o ol el ol el el el al el el el el el el ol ol o o el el el el el el el ol el e oV o oV o oV e e e A N
NN NN



\‘\‘\/\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\‘\\‘\\‘\\‘\\‘\\‘\)

likely to see the matter much differently from that killed the same number of
people.

4. If targets civilians to greater extent than the alternatives, then the attackers’
leaders are likely to be portrayed as

1. The power grid; average developing country; 2. the system from backup; enough to let a wave of
bombers; to bring a country to its knees; 3. information war; war criminals 4. several dozen
people; a conventional military attack

T'ZE(;(T Potentially Useful Lessons from Electronic
| Warfare

Perhaps the most important policy lesson from the world of
electronic warfare is that conducting operations that involve
more than one service is very much harder than it looks. Things
are bad enough when army, navy, and air force units have to be
coordinated—during the U.S. invasion of Grenada, a ground
commander had to go to a pay phone and call home using his
credit card in order to call down an air strike, as the different
services’ radios were incompatible. (Indeed, this was the spur for
the development of software radios). Things are even worse
when intelligence services are involved, as they don’t train with
warfighters in peacetime, and so take a long time to become
productive once the fighting starts. Turf fights also get in the way:
under current U.S. rules, the air force can decide to bomb an enemy telephone exchange but has
to get permission from the NSA and/or CIA to hack it. The U.S. Army’s communications strategy
is now taking account of the need to communicate across the traditional command hierarchy, and
to make extensive use of the existing civilian infrastructure.

At the technical level, many concepts may go across from electronic warfare to information
protection in general.

. The electronic warfare community uses guard band receivers to detect jamming, so it
can be filtered out (for example, by blanking receivers at the precise time a sweep jammer passes
through their frequency). Using bait addresses to detect spam is essentially the same concept.

. There is also an analogy between virus recognition and radar signal recognition. Virus
writers may make their code polymorphic, in that it changes its form as it propagates, to make
life harder for the virus scanner vendors. Similarly, radar designers use very diverse waveforms to
make it harder to store enough of the waveform in digital radio frequency memory to do coherent
jamming effectively.
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. Our old friends, the false accept and false reject rate, will continue to dominate tactics
and strategy. As with burglar alarms or radar jamming, the ability to cause many false alarms
(however crudely) will always be worth something: as soon as the false alarm rate exceeds about
15%, operator performance is degraded. As for filtering, it can usually be cheated.

. The limiting economic factor in both attack and defense will increasingly be the
software cost, and the speed at which new tools can be created and deployed.

It is useful, when subjected to jamming, not to let the jammer know whether, or how, his attack is
succeedlng In military communications, it’s usually better to respond to jamming by dropping
the bit rate rather than by boosting power; similarly, when a nonexistent credit card number is
presented at your Web site, you might say, “Sorry, bad card number, try again,” but the second
time it happens you should take a different line (or the attacker will keep on trying). Something
such as, “Sorry, the items you have requested are temporarily out of stock and should be mailed
within five working days” may do the trick.

. Although defense in depth is in general a good idea, you have to be careful of
interactions between the different defenses. The classic case in e-war is when chaff dispensed by
a warship to defend against an incoming cruise missile knocks out its anti-aircraft guns. The side
effects of defenses can also be exploited. The most common case on the Net is the mail bomb: an
attacker forges offensive newsgroup messages, which appear to come from the victim, who then
gets subjected to a barrage of abuse and attacks.

. Finally, some perspective can be drawn from the differing roles of hard kill and soft kill
in electronic warfare. Jamming and other soft-kill attacks can be cheaper in the short term; they
can be used against multiple threats; and they have reduced political consequences. But damage
assessment is hard, and you may just divert the weapon to another target. As most i-war is soft
kill, these comments can be expected to go across, too.

Language Study

1. Study the next words and word combinations. Divide all words into four columns as Nouns,
Adjectives, Verbs or Word Combinations (W/C). Translate only Nouns, Verbs and Word
Combinations:

Invasion, call down an air strike, turf, hierarchy, concepts, bait addresses, recognition,
propagate, polymorphic, waveforms, coherent, burglar, exceed, cheat, depth, chaff, barrage of
abuse, soft-kill attacks, divert.

2. Finish the sentences:
1. The electronic warfare community uses guard band receivers ... .

2. Virus writers may make their code polymorphic, in that it changes its form as it
propagates, ... .

3. The limiting economic factor in both attack and defense will increasingly be the software
cost, and the speed at which new tools ... .

4. The classic case in e-war is when chaff dispensed by a warship to defend against an
incoming cruise missile ... .

5. The most common case on the Net is the mail bomb: an attacker forges offensive
newsgroup messages, which appear to come from the victim, who then ... .

6. Damage assessment is hard, and you may just ... .

1. to make life harder for the virus scanner vendors; 2. can be created and deployed; 3. to
detect jamming, so it can be filtered out; 4. gets subjected to a barrage of abuse and attacks.
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5. divert the weapon to another target; 6. knocks out its anti-aircraft guns.
3. Translate the next word combinations finding one of the given Grammar models:

D

. to do coherent jamming effectively. 2. ... is very much harder than it looks. 3. ... take a long
t|me to become productive once the flghtlng starts. 4. ... warfare community uses guard band
receivers not effectively. 5. ... radar designers use very diverse waveforms to make it harder to
store waveform. 6. ... bait addresses is essentially the same concept. 7. ... the ability to cause
many false alarms however crudely will always be worth something.

o g——

E\(‘.\“s‘\\:e Russian bi\\;@'a\\im ]

PPPLLLLLLLLSLLLLLLLLLLLLLLLSLLLL LS LS LS LPSSSLS

Palalalalalalalalal alal el ol el el o o o ool o o o ol el ol el el el al el el el el el el ol ol o o el el el el el el el ol el e oV o oV o oV e e e A N
NN ANNANAN NN NN NN NN NN NN NN



Palalalalalalalalal alal el ol el el o o o ool o o o ol el ol el el el al el el el el el el ol ol o o el el el el el el el ol el e oV o oV o oV e e e A N

NANAAN AN AN AN AN AN AN AN AN ANANANANANANANAN N AN AN AN AN AN AN N A NANANNANAN

TEXT 21.

Differences Between E-War and I-War

There are differences as well as similarities between traditional electronic warfare and the kinds of
attack that can potentially be run over the Net.

. There are roughly two kinds of war: open war and guerilla war. Electronic warfare
comes into its own in the former case, such as in air combat, most naval engagements, and the
desert. In forests and mountains, the man with the AK-47 can still get a result against mechanized
forces. Guerilla war has largely been ignored by the e-war community, except insofar as they
make and sell radars to detect snipers and concealed mortar batteries.

In cyberspace, the “forests and the mountains™ are likely to be the large numbers of insecure hosts
belonging to friendly or neutral civilians and organizations. The distributed denial-of-service
(DDoS) attack, in which hundreds of innocent machines are subverted and used to bombard a target
Web site with traffic, has no real analogue in the world of electronic warfare. Nevertheless, it is the
likely platform for launching attacks even on “open” targets such as large commercial Web sites. So
it’s unclear where the open countryside in cyberspace actually is.

. Another possible source of asymmetric advantage for the guerilla is complexity. Large
countries have many incompatible systems; this makes little difference when fighting another
large country with similarly incompatible systems, but can leave them at a disadvantage to a
small group that has built simple, coherent systems.

. Anyone trying to attack the United States is unlikely to repeat Saddam Hussein’s
mistake of trying to fight a tank battle. Guerilla warfare will be the norm, and cyberspace appears
to be fairly well suited for this.

. There is no electronic warfare analogue of “script kiddies,” people who download
attack scripts and launch them without really understanding how they work. That such powerful
weapons are available universally, and for free, has few analogues in meat space. Perhaps the
closest is in the lawless areas of countries such as Afghanistan, where all men go about with
military weapons.

Summary

Electronic warfare is much more developed than most other areas of information security. There are many
lessons to be learned, from the technical level up through the tactical level to matters of planning and
strategy. We can expect that, as information warfare evolves from a fashionable concept to established
doctrine, these lessons will become important for practitioners.

Research Problems

An interesting research problem is how to port techniques and experience from the world of electronic
warfare to the Internet. This chapter is only a sketchy first attempt at setting down the possible parallels
and differences.
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Language Study

1. Study the next words and word combinations. Divide all words into four columns as Nouns,
Adjectives, Verbs or Word Combinations (W/C). Translate only Nouns, Verbs and Word
Combinations:

Guerilla, snipers, conceal, mortar batteries, complexity, incompatible, battle, analogue, meat,
evolve, establish, practitioner, sketchy.

2. What sentences don’t correspond to the point of the text?

1. In forests and mountains, the man with the KA-47 can still get a result against mechanized
forces.

2. In cyberspace, the “woo0ds and the mountains” are likely to be the small numbers of insecure
hosts belonging to friendly or neutral civilians and organizations.

3. It is the likely platform for launching attacks even on ‘“‘open” targets such as large
commercial Web sites. So it’s unclear where the open countryside in cyberspace actually is.
4. Guerilla warfare will be the norm, and cyberspace appears to be fairly well suited for
this.

5. Electronic warfare is much more developed than most other areas of cyberspace security. There
are many countries to be learned, from the technical level up through the tactical level to matters
of planning and launching attacks.

3. Try to guess the words in the word combinations:

A _r co_bat, na_al engage_ents, me_anized fo_ces, n_tral civil_ns, a tar et W_b s te, “s_ript
ki_dies”, in_ompatible s_stems, elec_onic wa_are, ske_hy at_empt, po_erful w_pons
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APPENDIX
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THEORETIC DATA

Electronic warfare (EW) is any action involving the use of the electromagnetic
spectrum or directed energy to control the spectrum, attack an enemy, or impede enemy assaults via the
spectrum. The purpose of electronic warfare is to deny the opponent the advantage of, and ensure friendly
unimpeded access to, the EM spectrum. EW can be applied from air, sea, land, and space by manned and
unmanned systems, and can target humans, communications, radar, or other assets.

The electromagnetic environment

Military operations are executed in an information environment increasingly complicated by the
electromagnetic (EM) spectrum. The electromagnetic spectrum portion of the information environment is
referred to as the electromagnetic environment (EME). The recognized need for military forces to have
unimpeded access to and use of the electromagnetic environment creates vulnerabilities and opportunities
for electronic warfare (EW) in support of military operations. Within the information operations
construct, EW is an element of information warfare; more specifically, it is an element of offensive and
defensive counter information.

Electronic warfare applications

Electronic warfare is any military action involving the use of the EM spectrum to include directed
energy (DE) to control the EM spectrum or to attack an enemy. This is not limited to radio or radar
frequencies but includes IR, visible, ultraviolet, and other less used portions of the EM spectrum. This
includes self-protection, standoff, and escort jamming, and antiradiation attacks. EW is a specialized tool
that enhances many air and space functions at multiple levels of conflict. The purpose of EW is to deny
the opponent an advantage in the EM spectrum and ensure friendly unimpeded access to the EM spectrum
portion of the information environment. EW can be applied from air, sea, land, and space by manned and
unmanned systems. EW is employed to support military operations involving various levels of detection,
denial, deception, disruption, degradation, protection, and destruction. EW contributes to the success of
information operations (I0) by using offensive and defensive tactics and techniques in a variety of
combinations to shape, disrupt, and exploit adversarial use of the EM spectrum while protecting friendly
freedom of action in that spectrum. Expanding reliance on the EM spectrum increases both the potential
and the challenges of EW in information operations. All of the core, supporting, and related information
operations capabilities either directly use EW or indirectly benefit from EW. The principal EW activities
have been developed over time to exploit the opportunities and vulnerabilities that are inherent in
the physics of EM  energy. Activities used in EW include: electro-optical, infrared and radio
frequency countermeasures; EM compatibility and deception; communications jamming, radar
jamming and anti-jamming; electronic masking, probing, reconnaissance, and intelligence; electronics
security; EW reprogramming; emission control; spectrum management; and wartime reserve modes.
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Subdivisions

Electronic warfare includes three major subdivisions:
electronic attack (EA), electronic protection (EP), and
electronic warfare support (ES).

Electronic attack (EA)

Electronic attack (EA) (previously known as Electronic
Counter Measures (ECM)) involves the use of EM energy,
directed energy, or anti-radiation weapons to attack personnel,
facilities, or equipment with the intent of degrading,
neutralizing, or destroying enemy combat capability. In the
case of EM energy, this action is referred to as jamming and
can be performed on communications systems (see Radio jamming) or radar systems (see Radar jamming
and deception).

Electronic Protection (EP)

Electronic Protection (EP) (previously known as electronic protective measures (EPM) or
electronic counter countermeasures (ECCM)) involves actions taken to protect personnel, facilities, and
equipment from any effects of friendly or enemy use of the electromagnetic spectrum that degrade,
neutralize, or destroy friendly combat capability. Jamming is not part of EP, it is an EA measure.

The use of flare rejection logic on an Infrared homing missile to counter an adversary’s use of
flares is EP. While defensive EA actions and EP both protect personnel, facilities, capabilities, and
equipment, EP protects from the effects of EA (friendly and/or adversary). Other examples of EP
include spread spectrum technologies, use of Joint Restricted Frequency List (JRFL), emissions control
(EMCON), and low observability or "stealth”. An Electronic Warfare Self Protection (EWSP) is a suite of
countermeasure systems fitted primarily to aircraft for the purpose of protecting the aircraft from weapons
fire  and can include among others: DIRCM (protects against IR  missiles), Infrared
countermeasures (protects  against IR missiles), Chaff (protects against RADAR  guided
missiles), DRFM Decoys (Protects against Radar guided missiles), Flare(protects against IR missiles).

An Electronic Warfare Tactics Range (EWTR) is a practice range which provides for the training
of aircrew in electronic warfare. There are two such ranges in Europe; one at RAF Spade Adam in the
United Kingdom and the POLYGON range in Germany and France. EWTRs are equipped with ground-
based equipment to simulate electronic warfare threats that aircrew might encounter on missions.

Antifragile EW is a step beyond standard EP, occurring when a communications link being
jammed actually increases in capability as a result of a jamming attack, although this is only possible
under certain circumstances such as reactive forms of jamming.

Electronic warfare support (ES)

Electronic Warfare Support (ES), is the subdivision of EW involving actions tasked by, or under
direct control of, an operational commander to search for, intercept, identify, and locate or localize
sources of intentional and unintentional radiated electromagnetic (EM) energy for the purpose of
immediate threat recognition, targeting, planning, and conduct of future operations. These measures begin
with systems designed and operators trained to make Electronic Intercepts (ELINT) and then
classification and analysis broadly known as Signals intelligence from such detection to return
information and perhaps actionable intelligence (e.g. a ship's identification from unique characteristics of
a specific radar) to the commander.
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The overlapping discipline, signals intelligence (SIGINT) is the related process of analyzing and
identifying the intercepted frequencies (e.g. as a mobile phone or radar). SIGINT is broken into three
categories: ELINT, COMINT, and FISINT. The parameters of intercepted are: communication
equipment-: frequency, bandwidth, modulation, polarization etc. The distinction between intelligence and
electronic warfare support (ES) is determined by who tasks or controls the collection assets, what they are
tasked to provide, and for what purpose they are tasked. Electronic warfare support is achieved by assets
tasked or controlled by an operational commander. The purpose of ES tasking is immediate threat
recognition, targeting, planning and conduct of future operations, and other tactical actions such as threat
avoidance and homing. However, the same assets and resources that are tasked with ES can
simultaneously collect intelligence that meets other collection requirements. Where these activities are
under the control of an operational commander and being applied for the purpose of situational
awareness, threat recognition, or EM targeting, they also serve the purpose of Electronic Warfare
surveillance (ES).

Borisoglebsk 2
Multifunctional EW system

In February 2015 the Russian army received their first set of the multifunctional electronic warfare
system, known as Borisoglebsk 2.

A Russian blog describes Borisoglebsk 2 as "The 'Borisoglebsk-2' when compared to its predecessors has
better technical characteristics: wider frequency bandwidth for conducting radar collection and
jamming, faster scanning times of the frequency spectrum, and higher precision when identifying the
location and source of radar emissions, and increased capacity for suppression."

Borisoglebsk ~ 2is  aRussian, MT-LB ground
vehicle mounted, multi-functional electronic
warfare (EW) weapon system. It was developed
by Sozvezdie over a six year period, beginning in 2004.
Starting in February 2015, it has been manufactured and
delivered by UIMC to the Russian armed forces. It is
designed to disrupt communications and GPS
systems. Borisoglebsk 2 achieved initial operating
capability in 2010, but was not ordered and delivered to
Russian military until February 2015. Rossiyskaya Gazeta
reported that Borisoglebsk 2 was the core system for
electronic warfare in the Russian Army, controlling four
types of jamming units from a single point.
Experimentation and testing were conducted after the first
deliveries to the Russian armed forces. It has been claimed
that the system has caused difficulties for NATO, supposedly defeating GPS and mobile
telephony systems in parts of that country. The United States military commander in Europe,
general Frederick Hodges stated to Defense News, that Russia is conducting electronic warfare in eastern
Ukraine that even NATO would have difficulties to resist, but did not mention Borisoglebsk 2. US
advisers sent to Ukraine have learned about Russian electronic warfare from the Ukrainian Army, though
Ukraine never has had access to this new EW-technology. The American advisers are nevertheless
impressed even with earlier Russian EW-technology in the hands of the Ukrainian Army. Svenska
Dagbladet claimed that the United States and NATO are worried that the F-35 fighter aircraft may not
stand up against new Russian EW systems. Borisoglebsk 2 was given as an example of a new Russian
system, but not directly compared to the F-35. As of August 2015, ten sets of this system have been
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delivered to the Russian armed forces with another 14 sets follow. According to Rostec, Russia plans to
deploy them along the Russian borders "from Kaliningrad to Blagoveshchensk”.As of October 2015,
these systems are also rumored to be active in Syria.

Electronic warfare support measures

In military telecommunications, the
terms Electronic Support (ES) or Electronic Support
Measures (ESM) describe the division of electronic
warfare involving actions taken under direct control of an
operational commander to detect, intercept, identify,
locate, record, and/or analyze sources of radiated
electromagnetic  energy for the purposes of
immediate threat recognition (such as warning that fire
control RADAR has locked on a combat vehicle, ship, or
aircraft) or longer-term operational planning. Thus,
Electronic Support provides a source
of information required for decisions involving Electronic
Protection (EP), Electronic ~ Attack (EA), avoidance,
targeting, and other tactical employment of forces.
Electronic Support data can be used to produce signals
intelligence (SIGINT), communications intelligence(COMINT) and electronics intelligence (ELINT).

Electronic support measures gather intelligence through passive "listening” to electromagnetic
radiations of military interest. Electronic support measures can provide (1) initial detection or knowledge
of foreign systems, (2) a library of technical and operational data on foreign systems, and (3) tactical
combat information utilizing that library. ESM collection platforms can remain electronically silent and
detect and analyze RADAR transmissions beyond the RADAR detection range because of the greater
power of the transmittedelectromagnetic pulse with respect to a reflected echo of that pulse. United
States airborne ESM receivers are designated in the AN/ALR series. Desirable characteristics for
electromagnetic surveillance and collection equipment include (1) wide-spectrum or bandwidth capability
because foreign frequencies are initially unknown, (2) wide dynamic range because signal strength is
initially unknown, (3) narrow bandpass to discriminate the signal of interest from other electromagnetic
radiation on nearby frequencies, and (4) good angle-of arrival measurement for bearings to locate the
transmitter. The frequency spectrum of interest ranges from 30 MHz to 50 GHz. Multiple receivers are
typically required for surveillance of the entire spectrum, but tactical receivers may be functional within a
specific signal strength threshold of a smaller frequency range.

Radar warning receiver

Radar  warning receiver (RWR)  systems  detect
the radio emissions of radar systems. Their primary purpose is
to issue a warning when a radar signal that might be a threat
(such as a police speed detection radar) is detected. The
warning can then be used, manually or automatically, to evade
the detected threat. RWR systems can be installed in all kind of
airborne, sea-based, and ground-based assets (such
as aircraft, ships, automobiles, military bases). This article is
focused mainly on airborne military RWR systems; for
commercial police RWR systems, see radar detector.
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Depending on the market the RWR system is designed for, it can be as simple as detecting the
presence of energy in a specific radar band (such as police radar detectors). For more critical situations,
such as military combat, RWR systems are often capable of classifying the source of the radar by the
signal's strength, phase and waveform type, such as pulsed wave or continuous wave with amplitude
modulation or frequency modulation (chirped). The information about the signal’s strength and waveform
can then be used to estimate the most probable type of threat the detected radar poses. Simpler systems
are typically installed in less expensive assets like automobiles, while more sophisticated systems are
installed in mission critical assets such as military aircraft.

The RWR usually has a visual display somewhere prominent in the cockpit (in some modern
aircraft, in multiple locations in the cockpit) and also generates audible tones which feed into the pilot's
(and perhaps RI1O/co-pilot/GIB's in a multi-seat aircraft) headset. The visual display often takes the form
of a circle, with symbols displaying the detected radars according to their direction relative to the current
aircraft heading (i.e. a radar straight ahead displayed at the top of the circle, directly behind at the bottom,
etc.). The distance from the center of the circle, depending on the type of unit, can represent the estimated
distance from the generating radar, or to categorize the severity of threats to the aircraft, with tracking
radars placed closer to the center than search radars. The symbol itself is related to the type of radar or the
type of vehicle that carries it, often with a distinction made between ground-based radars and airborne
radars. Audible tones are usually assigned to each type of threat or type of radar and are fairly distinctive.
The more serious the threat, the more shrill the tone. For example, an active missile seeker might be
represented by a high pitched, almost continuous trill, whereas the radar of an obsolete fighter type or
SAM system might be a low pitched, intermittent buzz.

The typical airborne RWR system consists of multiple wideband antennas placed around the
aircraft which receive the radar signals. The receiver periodically scans across the frequency band and
determines various parameters of the received signals, like frequency, signal shape, direction of
arrival, pulse repetition frequency, etc. By using these measurements, the signals are first deinterleaved to
sort the mixture of incoming signals by emitter type. These data are then further sorted by threat priority
and displayed.

The RWR is used for identifying, avoiding,
evading or engaging threats. For example, a fighter
aircraft on acombat air patrol (CAP) might notice
enemy fighters on the RWR and subsequently use its
own radar set to find and eventually engage the bandit.
In addition, the RWR helps identify and classify
threats—it's hard to tell which blips on a radar console-
screen are dangerous, but since different fighter aircraft
typically have different types of radar sets, once they
turn them on and point them near the aircraft in question
it may be able to tell, by the direction and strength of the
signal, which of the blips is which type of fighter.

A non-combat aircraft, or one attempting to avoid engagements, might turn its own radar off and
attempt to steer around threats detected on the RWR. Especially at high altitude (more than 30,000
feet AGL), very few threats exist that don't emit radiation. As long as the pilot is careful to check for
aircraft that might try to sneak up without radar, say with the assistance of AWACS or GCl, it should be
able to steer clear of SAMs, fighter aircraft and high altitude, radar-directed AAA.

SEAD and ELINT aircraft often have sensitive and sophisticated RWR equipment like the
U.S. HTS (HARM targeting system) pod which is able to find and classify threats which are much further
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away than those detected by a typical RWR, and may be able to overlay threat circles on a map in the
aircraft's multi-function display (MFD), providing much better information for avoiding or engaging
threats, and may even store information to be analyzed later or transmitted to the ground to help the
commanders plan future missions.

The RWR can be an important tool for evading threats if avoidance has failed. For example, if a
SAM system or enemy fighter aircraft has fired a missile (for example, a SARH-guided missile) at the
aircraft, the RWR may be able to detect the change in mode that the radar must use to guide the missile
and notify the pilot with much more insistent warning tones and flashing, bracketed symbols on the RWR
display. The pilot then can take evasive action to break the missile lock-on or dodge the missile. The pilot
may even be able to visually acquire the missile after being alerted to the possible launch. What's more, if
an actively guided missile is tracking the aircraft, the pilot can use the direction and distance display of
the RWR to work out which evasive maneuvers to perform to outrun or dodge the missile. For example,
the rate of closure and aspect of the incoming missile may allow the pilot to determine that if they dive
away from the missile, it is unlikely to catch up, or if it is closing fast, that it is time to jettison external
supplies and turn toward the missile in an attempt to out-turn it. The RWR may be able to send a signal to
another defensive system on board the aircraft, such as a Countermeasure Dispensing System (CMDS),
which can eject countermeasures
such as chaff, to aid in avoidance.

Electromagnetic

interference
Electromagnetic

interference (EMI), also

called radio-frequency

interference (RFI)  when in
the radio frequency spectrum, is a
disturbance generated by an
external source that affects an

electrical circuit by
electromagnetic induction,
electrostatic coupling, or

conduction.™! The disturbance '
may degrade the performance of the circuit or even stop it from functioning. In the case of a data path,
these effects can range from an increase in error rate to a total loss of the
data.l”! Both man-made and natural sources generate changing electrical
currents and voltages that can cause EMI: automobile ignition systems,
cell phones, thunder storms, the Sun, and the Northern Lights. EMI
frequently affects AM radios. It can also affect cell phones, FM radios,
and televisions. EMI can be used intentionally for radio jamming, as
in electronic warfare

Susceptibilities of different radio

technologies

Interference tends to be more troublesome with older radio
technologies such as analogue amplitude modulation, which have no way
of distinguishing unwanted in-band signals from the intended signal, and the omnidirectional antennas
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used with broadcast systems. Newer radio systems incorporate several improvements that enhance
the selectivity. In digital radio systems, such as Wi-Fi, error-correction techniques can be used. Spread-
spectrum and frequency-hopping techniques can be used with both analogue and digital signalling to
improve resistance to interference. A highly directional receiver, such as a parabolic antenna or
a diversity receiver, can be used to select one signal in space to the exclusion of others.

The most extreme example of digital spread-spectrum signalling to date is ultra-wideband (UWB),
which proposes the use of large sections of the radio spectrum at low
amplitudes to transmit high-bandwidth digital data. UWB, if used exclusively, would enable very
efficient use of the spectrum, but users of non-UWB technology are not yet prepared to share the
spectrum with the new system because of the interference it would cause to their receivers (the regulatory
implications of UWB are discussed in the ultra-wideband article).

Radar jamming and deception

Radar jamming and deception (Electronic
countermeasure) is the intentional emission
of radio frequency signals to interfere with the operation of a
radar by saturating its receiver with noise or false information.
There are two types of radar jamming: Mechanical and Electronic
jamming.

Mechanical jamming

Mechanical jamming is caused by devices which reflect or re-reflect radar energy back to the radar
to produce false target returns on the operator's scope. Mechanical jamming devices include chaff, corner
reflectors, and decoys.

« Chaff is made of different length metallic strips, which reflect different frequencies, so as
to create a large area of false returns in which a real contact would be difficult to detect. Modern chaff
is usually aluminum coated glass fibers of various lengths. Their extremely low weight and small size
allows them to form a dense, long lasting cloud of interference.

o Corner reflectors have the same effect as chaff but are physically very different. Corner
reflectors are multiple-sided objects that re-radiate radar energy mostly back toward its source. An
aircraft cannot carry as many corner reflectors as it can chaff.

o Decoys are maneuverable flying objects that are intended to deceive a radar operator into
believing that they are actually aircraft. They are especially dangerous because they can clutter up a
radar with false targets making it easier for an attacker to get within weapons range and neutralize the
radar. Corner reflectors can be fitted on decoys to make them appear larger than they are, thus
furthering the illusion that a decoy is an actual aircraft. Some decoys have the capability to perform
electronic jamming or drop chaff. Decoys also have a deliberately sacrificial purpose i.e. defenders
may fire guided missiles at the decoys, thereby depleting limited stocks of expensive weaponry which
might otherwise have been used against genuine targets.

Electronic jamming
Electronic jamming is a form of electronic warfare where jammers radiate interfering signals
toward an enemy's radar, blocking the receiver with highly concentrated energy signals. The two main

technique styles are noise techniques and repeater techniques. The three types of noise jamming are spot,
sweep, and barrage.
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e Spot jamming occurs when a jammer focuses all of its power on a single frequency. While
this would severely degrade the ability to track on the jammed frequency, a frequency agile radar
would hardly be affected because the jammer can only jam one frequency. While multiple jammers
could possibly jam a range of frequencies, this would consume a great deal of resources to have any
effect on a frequency-agile radar, and would probably still be ineffective.

e Sweep jamming is when a jammer's full power is shifted from one frequency to another.
While this has the advantage of being able to jam multiple frequencies in quick succession, it does not
affect them all at the same time, and thus limits the effectiveness of this type of jamming. Although,
depending on the error checking in the device(s) this can render a wide range of devices effectively
useless.

« Barrage jamming is the jamming of multiple frequencies at once by a single jammer. The
advantage is that multiple frequencies can be jammed simultaneously; however, the jamming effect
can be limited because this requires the jammer to spread its full power between these frequencies, as
the number of frequencies covered increases the less effectively each is jammed.

o Base jamming is a new type of Barrage Jamming where one radar is jammed effectively at
its source at all frequencies. However, all other radars continue working normally.

o Pulse jamming produces noise pulses with period depending on radar mast rotation speed
thus creating blocked sectors from directions other than the jammer making it harder to discover the
jammer location.

o Cover pulse jamming creates a short noise pulse when radar signal is received thus
concealing any aircraft flying behind the EW craft with a block of noise.

o Digital radio frequency memory, or DRFM jamming, or Repeater jamming is
a repeater technique that manipulates received radar energy and retransmits it to change the return the
radar sees. This technique can change the range the radar detects by changing the delay in
transmission of pulses, the velocity the radar detects by changing the doppler shift of the transmitted
signal, or the angle to the plane by using AM techniques to transmit into the sidelobes of the radar.
Electronics, radio equipment, and antenna can cause DRFM jamming causing false targets, the signal
must be timed after the received radar signal. By analysing received signal strength from side and
backlobes and thus getting radar antennae radiation pattern false targets can be created to directions
other than one where the jammer is coming from. If each radar pulse is uniquely coded it is not
possible to create targets in directions other than the direction of the jammer

« Deceptive jamming uses techniques like "range gate pull-off" to break a radar lock.

Countermeasures

Constantly alternating the frequency that the radar operates on (frequency hopping) over a spread-
spectrum will limit the effectiveness of most jamming, making it easier to read through it. Modern
jammers can track a predictable frequency change, so the more random the frequency change, the more
likely it is to counter the jammer.

Cloaking the outgoing signal with random noise makes it more difficult for a jammer to figure out the
frequency that a radar is operating on.

Limiting unsecure radio communication concerning the jamming and its effectiveness is also
important. The jammer could be listening, and if they know that a certain technique is effective, they
could direct more jamming assets to employ this method.

The most important method to counter radar jammers is operator training. Any system can be fooled
with a jamming signal but a properly trained operator pays attention to the raw video signal and can
detect abnormal patterns on the radar screen.
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e The best indicator of jamming effectiveness to the jammer is countermeasures taken by the operator.
The jammer does not know if their jamming is effective before operator starts changing radar
transmission settings.

e Using EW countermeasures will give away radar capabilities thus on peacetime operations most
military radars are used on fixed frequencies, at minimal power levels and with blocked Tx sectors
toward possible listeners (country borders)

« Mobile fire control radars are usually kept passive when military operations are not ongoing to keep
radar locations secret

o Active electronically scanned array (AESA) radars are innately harder to jam and can operate in Low
Probability of Intercept (LPI) modes to reduce the chance that the radar is detected.

e A quantum radar system would automatically detect attempts at deceptive jamming, which might
otherwise go unnoticed.

THE RUSSIAN ELECTRONIC WARFARE

PaaguosjieKTpoHHasA 00pb0a

PanuossiekTponnas 6opnsoa (POB) — pa3HOBHIHOCTH BOOPYKEHHOMH OOpHOBI, B X0JlIe KOTOPOU
OCYIIECTBIISCTCS BO3/JICUCTBUE PaHOU3IYICHUAMH (paJHOIIOMEXaMH) Ha PaarodIICKTPOHHBIE
CPEICTBA CHCTEM  YIPABJICHUS, CBA3M M PA3BEIKH MPOTHBHUKA B  IIEJIIX M3MCHEHUS  KadecTBa
UPKYJIUPYIOIIEH B HUX BOGHHON MH(OpMAaINY, 3aIlIUTa CBOUX CHCTEM OT aHAJOTMYHBIX BO3ICHCTBUH, a
TaK)Ke M3MEHEHHE YCIIOBHH (CBOWCTB CPEbl) PACIPOCTPAHECHHUS PaJMOBOJIH.

[TpodeccnonanbHbII Mpa3IHUK CHEIHAINACTA o Panuo’IEeKTPOHHON 60pboe
B Poccuu otmeuaercs 15 anpens.

OO0BEKTHI U I1eJIN

O0bexTamMu Bo3eiicTBUSI B Xone POb  ABHAIOTCS BakHBIE pPaAMO’IEKTPOHHBIE OOBEKTHI
(37eMEeHTBl CHCTEM YIIPaBJICHHS BOMCKaMH, CUJIaMH U OpYKUEM, HCIOIb3YIOIINUE PaJIuOCpPECTBa),
HapyleHHe WM CpbIB paboThl KOTOPBIX HNPUBEAET K CHUXKEHUIO 3(P(PEKTHMBHOCTH NPUMEHEHUS
IIPOTUBHUKOM CBOUX BOOPY’KEHHM.

Hensimu paguonomMex SBISIFOTCS PAJWOJIMHUU CBSI3U, YIPAaBJICHMs, HABEICHUS, HaBUIallWH.
[Tomexu  BO3ACHCTBYIOT, TJaBHBIM 00pa3oMmM, Ha TpPUEMHYIO YacTb paauocpeAcTB.  Jms
CO3/IaHUS PaJIMOIIOMEX MCIIONB3YIOTCSI AKTUBHBIE M IAacCUBHBIE cpeAcTBa. K aKTUBHBIM OTHOCATCS
CpeacTBa, KOTOpble Isl (POPMUPOBAHMS U3IYUEHHUI HCHOIB3YIOT MPUHIIMII T'€eHEpUpPOBaHUs (Hampumep,
NepelaTuMKH, CTaHLUU oMeX). ITaccuBHBIE cpencrsa — UCIIOJIB3YIOT
MIPUHIIMII OTPaXXeHUs (IepeusydeHus) (Hanpumep, JUIOIbHbIE U YTOJIKOBBIE OTpa)XkaTeilu u JIp.).

B mnacrosimee Bpemss POB mpencraBnsier co0oil KOMIUIEKC COTIACOBAHHBIX MEPOINPHATHN U
JNENUCTBUN BOWCK, KOTOPBIE MPOBOIATCS B LIENISX:

e CHWXEHHUS dPPEKTUBHOCTH yIPaBIEHUS BOMCKAMH U IPUMEHEHHS OPYXKHsI IPOTUBHUKA;
e o0ecnedeHus 3aJaHHON 3((HEKTUBHOCTHU YIIPABICHUS BOMCKAMU;
e IIPUMEHEHHUs CBOUX CPEICTB IIOPAKECHHUS.

JocTrkeHre yKa3aHHBIX LEJNEeW OCYIIECTBISECTCS B PAMKax IMOPAXEHUS CHUCTEM YIPaBJICHUS
BOMCKaMHU U OPYXKHEM, CBA3U U pa3BEAKU IIPOTUBHMKA IyTEM U3MEHEHUS KadyecTBa, LUPKYJIUPYIOLIEH B
HUX UH(QOpMAaIMH, CKOPOCTH MHPOPMAIIMOHHBIX IPOIECCOB, TAPaMETPOB U XapaKTEPUCTHK 3JIEKTPOHHBIX
CPEICTB; 3allUTHl CBOUX CHUCTEM YIIPABIICHHUS, CBA3U U PA3BEAKHU OT IOPAXKEHUS, a TAKKE OXPAHIEMBIX
CBEJICHUI O BOOPYXEHHH, BOCHHON TEXHHKE, BOEHHBIX OOBEKTaX M JAEMCTBHUSIX BOWCK OT TEXHUYECKUX
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CPEICTB pa3BeIKM MHOCTPAHHBIX TOCYIapcTB (IPOTUBHUKA) yTEM OOECIICUEHHUs 3aJaHHBIX TPeOOBaHUI
K nHGOpMAaIMK ¥ MHPOPMAITMOHHBIM IIPOIIECCaM B aBTOMATH3WPOBAHHBIX CHCTEMaX YIPaBIICHUS, CBSI3U U
Pa3BEKH, a TAKKE CBOMCTB AJEKTPOHHBIX CPEJICTB.

B xone POb: nopaxkenue obecrieunBaeTCs MpeTHAMEPEHHBIM BO3ICCTBUEM PA3IMYHBIMUA BHIAMH
W3ITy4eHUN Ha DJICKTPOHHBIC CPEJICTBA, KAHAJBI TOJYYCHHS U Tepenadr WHGOpPMAIuH, CHeIHaTbHBIM
MIPOTPaMMHO-TEXHHUYECKIUM BO3JICHCTBUEM Ha JJICKTPOHHO-BBIYMCIUTEIBHBIE CPEICTBA IPOTHUBHUKA,
CBOM CHUCTEMbI yIPABIICHUS, CBSI3H U PA3BEIKH 3AIIUIIAIOTCS OT aHAJTOTHYHBIX BO3JIEUCTBUI MPOTUBHHUKA,
a TaKXe OT HEeNpeIHAMEPEHHBIX BO3JICUCTBHHN HM3TyYECHUSMH, BOSHUKAIOIIMX BCIEACTBHE COBMECTHOTO
MIPUMEHEHHUS JIEKTPOHHBIX CPEJICTB; 3alllUTa OXPAHSIEMBIX CBEACHUN OCYIIECTBIISIETCS UX CKPBITUEM HIIH
(1) BBemeHHMEM TIPOTMBHHKAa B 3a0Jy)XIE€HHWE OTHOCUTEIBHO UX JACHCTBUTEIBHOTO COJACPKAHUS.
O60bekramu POB sBnsitorcs Hocutenu wHGOpMammu (TMOMST W BOJHBI PA3IMYHON MPHPOMBI, TOTOKH
3apSOKCHHBIX YaCTHI[), Cpela WX pPacHpoCTpaHEHUs M JJICKTPOHHBIE CPEJCTBA M CHUCTEMBI. Takum
obpazom, POB sBisieTcst cOCTaBHOM 4acThIO, TEXHUYECKOW OCHOBOM MH(OPMAITHOHHOW OOPHOBI.

CocrTaBHbIe yactu P9b

CocraBapiMu yacTsiMu POb sBmsitoTcs paduosnekmponnoe noodasienue v paouolieKmpoHHas
3auwuma.

PaanosieKTpOHHOE IMOJaBJICHUE

PagnodriiekrponHoe mnoaasiénue (POIl) — KoMIIeKC MepoOmpusTH W JEHCTBHH IO
CHIDKEHHUIO 9D (peKkTUBHOCTH  OOEBOr0  MPUMEHEHHS MPOTUBHUKOM PAHOIIEKTPOHHBIX  CHUCTEM H
CPEICTB IIYTEM BO3IECHCTBUS Ha UX NMPUEMHBIE YCTPOMCTBA PaJAMOIIEKTPOHHBIMHA [IOMEXAaMH; COCTABHAs
4acTb PaJUORIIEKTPOHHONH  OOppObl.  Brimrodaer  pagMOTEXHUYECKOE,  ONTHUKO-3JIEKTPOHHOE |
ruapoakycTuiyeckoe monapieHue. POIl obecrmeunBaeTcsi CO3IaHMEM aKTHBHBIX W TACCHBHBIX TOMEX,
MPUMEHEHHUEM JIOXKHBIX IIeJieH, TOBYIIEK U APYTUMHU CIIOCOOAMHU.

Anmaparypa
P-330 — coBerckuit aBTOMaTPIBI/IpOBaHHHﬁ KOMIIJICKC PaJUOSJICKTPOHHOT'O ITOJABJICHUS.

o «J/Iuman» — COBETCKHI/yKpauHCKUI HAa3eMHBIN MOOUIIbHBIN KOMIUIEKC
PaaMO3IEKTPOHHOIO MOAABJICHUS JINHUM HABEICHUS aBUALIUH.

e BKO «Taaumcman» — OOpPTOBOM KOMIUIEKC OOOpPOHBI JIsi WHIAWBUIYAJIbHOW 3aIllUThI
00EBBIX CAMOJIETOB OT YIPABISIEMOTO PAKETHOT'O OPY KU

o Auraen
e P-330MP
o Apbaner MP (06cayrcueanue camonémmoii cmanyuu paduonomex AN/ALQ-184)
PaanodsiekTpoHHoe 1mojaBjieHHE — KOMIUIEKC MEPONPHUATHH M JACUCTBUH 10 CPBIBY
(HapyIIeHUtO) paboThI 158107 CHUKEHUIO s dexTuBHOCTH 060eBoro MIPUMEHEHHUS

MPOTHBHUKOM PAJMOAJICKTPOHHBIX CHCTEM M  CPEICTB MMyTEM BO3JCHUCTBUS HAa WX NPUEMHBIC
YCTPOMCTBA pAIMOAJIEKTPOHHBIMU  MOME€XaMu. Bxiroyaer paano-, paguoTEXHUYECKOE, OMNTHKO-
AJIEKTPOHHOE U THAPOAKYCTUYECKOE MOJABJICHUE. PaJMO3JIEKTPOHHOE TOJaBICHHE O0CCIICYMBACTCS
CO3JaHUEM AaKTHUBHBIX MW ITACCHUBHBLIX IIOMCEX, HpI/IMeHeHI/IeM JIOXKHBIX uenef/i, J'IOBYIHeK nu )IpyrI/IMI/I
croco0aMu.
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https://ru.wikipedia.org/wiki/%D0%A0-330
https://ru.wikipedia.org/wiki/%D0%9B%D0%B8%D0%BC%D0%B0%D0%BD_(%D0%BA%D0%BE%D0%BC%D0%BF%D0%BB%D0%B5%D0%BA%D1%81_%D0%A0%D0%AD%D0%9F)
https://ru.wikipedia.org/wiki/%D0%91%D0%9A%D0%9E_%C2%AB%D0%A2%D0%B0%D0%BB%D0%B8%D1%81%D0%BC%D0%B0%D0%BD%C2%BB
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D1%8D%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D1%8B%D0%B5_%D1%81%D1%80%D0%B5%D0%B4%D1%81%D1%82%D0%B2%D0%B0
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BC%D0%B0%D0%B3%D0%BD%D0%B8%D1%82%D0%BD%D0%B0%D1%8F_%D0%BF%D0%BE%D0%BC%D0%B5%D1%85%D0%B0
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PaauosjiekTpoHHAadA 3amura

Paano3/ieKTpOHHAs 3aIIMTa — COBOKYITHOCTh MEPONPHUITUN U JICUCTBHI BOWCK (BOOPYKEHHBIX
CWJI) MO  YyCTPaHEHWI0 WM  OCJHaOJeHUI0  BO3JEHCTBUS  HAa  CBOM PaJMOdJIEKTPOHHBIE
OOBEKTHI CPEJICTB PAAUODIICKTPOHHOTO MOpaXEHUsI IPOTUBHUKA, 3aIuTe oT
MOpaXCHUS] CAMOHABOIAIIMMCS HAa H3JIyYeHHE OpYXKHEM, 3allUTe OT HENpeIHAMEPEHHBIX B3aUMHBIX
pazvonoMex U OT TEXHUYECKHUX CPEICTB PAAUO3IEKTPOHHON pa3BeIKU IPOTUBHUKA.

B 70-x rogax mpouuioro Beka B CBS3M C aKTUBU3allMeN MHOCTPAHHBIX TEXHUYECKUX Pa3BEIOK B
cocraBe Ymparienuss Hagambauka Cesizu Boopyxénnbix Cun CCCP co3mana cnenmanbHas Ciryx0a
0e3onacHOCTH cBsi3H. 1 ceHTAOps 1975 roga npukazom Munuctpa O6oponsl CCCP B coctaBe BoenHoit
akajgemuu cBsi3u uM. C. M. Bynénnoro Obuia co3nana obmeakageMudeckas kadenpa "I hekTuBHOCTH U
PaarOl3IEKTPOHHOM 3alIUThl CUCTeM BOeHHOM cBsizu". B 1998 rony B CBs3M ¢ peopraHu3amuei co3inaHa
kadenpa "PagnosnekTpoHHON 3aUThI, 0€30MacHOCTH CBsI3M B nH(popMarmu'". HayuHsie uccienoBanus B
o0jacTd paMO’NEKTPOHHOW 3alllUThl BEJNHUCh IO CJCAYIOIIMM HampaBiIeHUSAM: 3alquTa OT
PaANO3JIEKTPOHHOTO TMOAABICHUS (OT MPEAHAMEPEHHBIX IOMEX); O00ecleueHrue >JIEKTPOMArHUTHOM
COBMECTUMOCTH (3alllUTa OT HENpPEeIHAMEPEHHBIX MOMEX); 3alllUTa OT MOHU3UPYIOLIETO H3ITYYCHHS U
AJIEKTPOMArHUTHOTO MMITYJIbCA; 3aIIMTa OT CAMOHABOISAIETOCS HAa HCTOYHHK H3IydeHust opyxus. B 2008
rogy Ha HaluoHaabHOM Qopyme wuHpopmanuonHoit O6e3zonacHoctd "MHDOODOPYM" Boennoii
aKaJeMHU¥ CBsI3HM B JuIe Kadeapbl "PannosnekTpoHHON 3anuThl, OS30MACHOCTH CBSI3H M HHQPOpMAII'"
Bpy4Y€HBl TUIUIOM W MeAanb "3a BKJIaJ B MOATOTOBKY CHEIHMAIMCTOB B 00JacTU HH(DOPMAIIMOHHON
oe3omacHoctu" Komutera ['ocymapcrBenHod aymel 1o ©Oe3omacHoctd, CoBera besomacHocTn
Poccuiickoit @eneparuu, OeaepanbHOro areHTCTBA 0 HH(DOPMALIMOHHBIM TEXHOJIOTHSIM.

PanuosnexTpoHHas 3ammTa — COCTaBHAas 4acTh PaJUO3JIEKTPOHHOM OOpHObBI, HAlpaBi€HHAs Ha
o0ecrieueHre yCTOHYMBOW paboThl paanolnieKTpoHHbIX cpeactB (POC) B ycnoBusix Bo3aeHCTBUs
MPEeTHAMEPEHHBIX PAIUONIOMEX MPOTUBHUKA, JIEKTPOMATrHUTHBIX U3TYYCHUH OpYXHs (PYHKINOHATBHOTO
MOpaXXEHHsI, SJICKTPOMATHUTHBIX M HOHU3UPYIOIIUX H3IYYCHUN, BO3HUKAIOMIUX TPU MPUMEHEHHU
SJIEPHOTO OpPYXKHUS, a TAaKKe B YCIOBHSX BO3JIEHCTBUS HeNpeAHaMepeHHbIX paauornomex. OcuoBy P33
COCTABIIAIOT:  o0ecreyeHue  HIeKTpoMarHuTHOM  coBmectumoctd  (OMC) POC,  komiiekc
OpPraHM3alMOHHBIX U TEXHUYECKUX MEPOIPHUATHI HalpaBIeHHBIX HA 00eCIeYeHNEe TOMEX0YCTOMUYNBOCTH
POC B ycnoBusaxX BO3AECHCTBHS Ha HHUX HENPEIHAMEPEHHBIX moMmex; 3amuTta POC oT mperHaMepeHHbIX
MIOMEX, KOMILJIEKC OPraHU3allMOHHBIX M TEXHMYECKUX MEpPOIpPHITHH, HAIpaBICHHBIX Ha oOecredyeHue
nomexo3amuiéHHocTH POC B yclnoBHAX BO3IEHCTBUS HA HUX MpeAHAMEPEHHBIX ToMeX; 3amuTta POC ot
AJIEKTPOMArHUTHBIX W WOHU3UPYIOLIUX W3IYYEHUH, KOMILJIEKC OpPraHM3allMOHHBIX M TEXHUYECKHX
MEPONPUATHI 10 00eCTIEYeHNIO HaJIe)KHOCTH (GyHKIIMOHUpoBaHUs POC B ycI0BHAX BO3AECHCTBUS Ha HUX
U3JTy4YeHUH, NPUBOIAIINX K (PYHKIIMOHAIBHOMY MOPAXKEHUIO AJIEMEHTHOM 0a3bl; 3aliuTa OT BO3AECHCTBUS
JIOXKHBIX CHTHAJIOB, KOMIUIEKC OPraHM3allMOHHBIX M TEXHUYECKMX MEPONPUATHH, HaNmpaBJICHHBIX Ha
BOCIPELICHHE TPOTUBHUKY BO3MOXHOCTH BBOJIa B CUCTEMBI M CpeIcTBA MHPOpMAIUH (COOOIIEHUI) TpH
nepelaye UM JIOKHBIX CUTHAJIOB.

PaguossiekTpoHHasA pa3BeaKa
PagnosnexTpoHHas pas3Benka — cOOp pa3BelbIBaTeNIbHOW HMH(POpPMALMU HAa OCHOBE Npuéma U
aHaJlM3a JEKTPOMarHUTHOTO U3IIydeHus. PaarosnekTpoHHas pa3Be/ika UCIOIb3YeT KaK MepexBaueHHbIe

CUTHAJbl W3 KAaHAJIOB CBS3M MEXAY JIIOAbMM M TEXHUYECKUMH CPEACTBAMHU, TaK W CHUTHAJbI
paboraromux PJIC, cranmmii cBsi3M, CTAaHIIUNA PAAHOTIOMEX M MHBIX PaIMOAICKTPOHHBIX CPECTB.

KoMILIEeKCHBIH TEXHUYECKUN KOHTPOJIb

KoMImtekcHbI TEeXHUYSCKUH KOHTPOJIb — KOHTpPOJIb 3a COCTOAIHHUCM (I)YHKL[I/IOHI/IPOBB.HI/ISI
CBOMX PAAHUOIJICKTPOHHBIX CPEACTB U KX 3allUTbl OT TCXHUYCCKHUX CPCACTB PA3BCAKH IIPOTUBHHUKA.
OC}’H.ICCTBJ'ISICTCSI B HHTCpPECAX paﬂHOBHCKTpOHHOﬁ 3alllUThI. Bkrouaer paauo-, paﬂHOTCXHHQCCKHﬁ,
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https://ru.wikipedia.org/wiki/%D0%92%D0%BE%D0%B9%D1%81%D0%BA%D0%B0
https://ru.wikipedia.org/wiki/%D0%92%D0%BE%D0%BE%D1%80%D1%83%D0%B6%D1%91%D0%BD%D0%BD%D1%8B%D0%B5_%D1%81%D0%B8%D0%BB%D1%8B
https://ru.wikipedia.org/wiki/%D0%92%D0%BE%D0%BE%D1%80%D1%83%D0%B6%D1%91%D0%BD%D0%BD%D1%8B%D0%B5_%D1%81%D0%B8%D0%BB%D1%8B
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D1%8D%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D1%8B%D0%B5_%D1%81%D1%80%D0%B5%D0%B4%D1%81%D1%82%D0%B2%D0%B0
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D1%8D%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D1%8B%D0%B5_%D1%81%D1%80%D0%B5%D0%B4%D1%81%D1%82%D0%B2%D0%B0
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D1%8D%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%BE%D0%B5_%D0%BF%D0%BE%D0%B4%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D1%81%D0%B0%D0%BC%D0%BE%D0%BD%D0%B0%D0%B2%D0%B5%D0%B4%D0%B5%D0%BD%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%9F%D0%BE%D0%BC%D0%B5%D1%85%D0%B0
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D1%8D%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%80%D0%B0%D0%B7%D0%B2%D0%B5%D0%B4%D0%BA%D0%B0
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BC%D0%B0%D0%B3%D0%BD%D0%B8%D1%82%D0%BD%D0%BE%D0%B5_%D0%B8%D0%B7%D0%BB%D1%83%D1%87%D0%B5%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%A0%D0%9B%D0%A1
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D1%8D%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%BE%D0%B5_%D1%81%D1%80%D0%B5%D0%B4%D1%81%D1%82%D0%B2%D0%BE
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D1%8D%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%B7%D0%B0%D1%89%D0%B8%D1%82%D0%B0
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¢dororpaduyeckuii, BU3yaJIbHO-ONTUYECKHI KOHTPOJIb, a TaKXKe KOHTPOJb A(PPEKTUBHOCTH 3ALIUTHI
uHpOpMAMY OT €€ YTeUKH M0 TEXHHMYECKMM KaHajaM IWpH SKCIUTyaTallud CPEACTB Mepenadynd |
00paboTKK MHPOPMALIUH.

JIeKTPOMATHUTHOE NOPa’KeHHe

ONEeKTpOMarHUTHOE  BO3JEHCTBUE  (MMIYJbC), BBIBOZSAIIEE M3  CTPOS  DJIEKTPOHHOE,
KOMMYHHKAI[MIOHHOE U CUJIOBOE 000pynoBaHue NpoTUBHUKA. [lopaskaromumii a3 dexT nocturaercs 3a cuér
HaBe/ICHUS MHIYKIIMOHHBIX TOKOB. BriepBbrie 0TMEUeHO MpH SepHBIX B3pbIBax B aTMocdepe.

B Hacrosmee BpeMms A CO3JaHMS IOPAXKAIOLIET0 MMITYJIbCa HCHOJIb3YIOTCS MarHETPOHBI.
DNEeKTPOMarHUTHHIE CUCTEMBI ITOpaXkeHUs cToAT Ha BoopykeHuH B CIIIA u npyrux crtpanax HATO.

HUcrtopus

EA-6B «IIpayJep» — caMon€T paanodieKTpoHHON 00phObI, ncronb3yembrii BMC CIIA.

BrniepBrie panmosnexktpoHHas Ooprba Obiia mpumeneHa cuinamu BM® Poccun B xone Pyccko-
STMOHCKOW BOWHBIL. 15 ampens 1904 roma BO BpeMs apTHIUICPUICKOTO OOCTpena, KOTOPBIA SIOHCKAs
acKajapa Bejla 1o BHyTpeHHemy peiiay [lopT-Aprypa, paguocTaHIIUM POCCUIMCKOTO OpOHEHOCIA
«[lobena» u 6eperoBoro mocra «30y0Tasi ropa» MyTéM CO3/aHUs MPEJHAMEPEHHBIX MOMEX CEPbE3IHO
3aTPyAHWIH TIepenavy TelerpaMM BPaKECKUX KOpabIei-KOPPEKTHPOBIIUKOB (CUUTACTCS OUYEBUIAHO
MIEPBBIM B MUPE CIYyYaeM).

Tem He MeHee paAuoCpeICTBA B TO BPEMsI B OCHOBHOM HCIOJIb30BAINCH JJIsi 00ECIIEUEHHS! CBA3H,
BBISIBJICHMSI KaHAJOB CBS3M MPOTHBHMKA M TIEpexBaTa IepeJaBaeMoil MO HHUM HH(YOPMAIIHH.
[Ipennourenue oTAgaBajioch MepexBarTy paauolepenady, a He ux mnojasieHuto. OgHako B rojsl IlepBoit
MHUPOBOM BONHBI PaAUONIOMEXHU CTaJIU AMU30JUYECKU MIPUMEHATHCS IJIsl HapyLICHUs PaJuOCBA3U MEXKIY
mradaMu apMHi, KOPIyCOB M JAMBU3UN U MEXAY BOEGHHBIMHM KopaOismu. Bmecte ¢ TeM B repmaHckoi
apMHH YK€ TOrJa MOSIBUINCH CHIEUAIbHbIE CTAHIIMK PAJUOIIOMEX.

B nepuox Mexay MHUPOBBIMM BOMHAaMM AaKTMBHO DPa3BUBAETCS PaJAMOCBA3b, IOSBISIOTCA
CpelICTBA paauoONeNICHIallui,pauOyIPABICHUS U paluoIoKaluu. B pe3ynbrare KapauHaIbHO MEHSETCS
KOHLENIMS YIpPaBJIEHUS U B3aUMOJAEHCTBUA cyXonmyTHbIX Boiick, BBC u BM®. Bcé sto mpuBeno k
JNaJbHENIIEMY Pa3BUTUIO CI0cO00B u TEXHUKH IIPOTUBOEUCTBUS PAAUOIICKTPOHHBIM
CpeICTBaM MPOTHUBHUKA.

Bo Bpems Bropon MHPOBOU BOWHBI CTPaHbI-YYaCTHUKHU aKTUBHO HCTIOJIb30BAJIN
CPEICTBA PagHO3JIEKTPOHHOTO U THIPOAKYCTUYECKOTO MOAABIECHN. bblUIn CPOpMUPOBAaHBI U IIMPOKO
MPUMEHSUIACH [Tl oOecrieueHust 00€BbIX ACHCTBUM crelMaibHbIe YacTU M MOJPA3/IeIeHUs] paauonoMex.
b1 HakomieH OOJBIION OMBIT BEAEHUS Pa3BEIKU U CO3JaHUS PaONOMEX, a TaKXKe PaZil0od3JIEKTPOHHOM
3aIlUTBHI.

B nmnocneBoeHHOE BpeMs MPOJOJIKAETCS Pa3BUTHE CPEACTB  PaJAMOIEKTPOHHOM OOpHOBI.
TTosABNAIOTCSA HOBBIE CPEICTBA PAIMOIIOMEX KOPaGeIbHOTO M aBHAIIMOHHOTO Gasuposanus,

B coBpeMeHHBIX BOilHaX M BOEHHBIX KOH(IJIUKTAX POJIb PATUO3IEKTPOHHOU OOPHOBI MPOJOIIKAET
BOo3pacTaTh. Pa3paboTka M NpPUHATHE HA BOOPY)XXEHHME MHOTMX T'OCYJapCTBBBICOKOTOYHOIO U
BBICOKOTEXHOJIOTHYHOTO OpPYXHSI MPUBOJUT K TIOSBIEHHUIO HOBBIX OOBEKTOB PagHO3JIEKTPOHHOTO
Bo3zelcTBusA. [IpuMeHeHHEe NPOTUBOPAAUOIOKALMOHHBIX PAKET 3HAYUTEIIBHO CHHUXKAET JKUBYYECThb
COBPEMEHHBIX pagnodneKTpoHHBIX cpenacTB (PJIC, kommiekcor [1BO), mocTpoeHHBIX Ha 0a3e aKTHBHBIX
cpeacTB paguosiokanuu. IInpokoe NpUMEHEHUE CIYTHUKOBBIX CUCTEM pPAa3BEIKH, CBSA3M M HaBUTalUU
BBI3bIBACT HEOOXOIMMOCTh WX HEWTpallM3allud, B TOM 4HCIE, MYTEM PaHO3IEKTPOHHOTO MOJaBIEHUS.
PazpabaThIBalOTCsl MOPTaTUBHBIE CPEACTBA PAUOIEKTPOHHON Pa3BeIKU U TIOMeX I O0pHObI C HOBBIMHU
CpEeICTBAaMH CBS3M W HaBHUTralMy, NOWCKAa W HEUTpainu3aluuu paauodyracoB M IpYrUX YCTPOHCTB
OUCTaHIMOHHOro moxapeiBa. Cpencra POb  momyumnu  BO3MOXKHOCTHM  CHCTEMHO-IIPOIPAaMMHOTO
Bo3zencTBus HAa ACY U Ha Ipyrue BbIYACIUTEIbHBIE KOMIUIEKCHI.
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https://ru.wikipedia.org/wiki/%D0%97%D0%B0%D1%89%D0%B8%D1%82%D0%B0_%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%B8
https://ru.wikipedia.org/wiki/%D0%97%D0%B0%D1%89%D0%B8%D1%82%D0%B0_%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%B8
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%B5%D0%B4%D0%BE%D1%82%D0%B2%D1%80%D0%B0%D1%89%D0%B5%D0%BD%D0%B8%D0%B5_%D1%83%D1%82%D0%B5%D1%87%D0%B5%D0%BA
https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D0%B4%D1%83%D0%BA%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D0%B9_%D1%82%D0%BE%D0%BA
https://ru.wikipedia.org/wiki/%D0%AF%D0%B4%D0%B5%D1%80%D0%BD%D1%8B%D0%B9_%D0%B2%D0%B7%D1%80%D1%8B%D0%B2
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D0%B3%D0%BD%D0%B5%D1%82%D1%80%D0%BE%D0%BD
https://ru.wikipedia.org/wiki/Grumman_EA-6_Prowler
https://ru.wikipedia.org/wiki/%D0%92%D0%9C%D0%A1_%D0%A1%D0%A8%D0%90
https://ru.wikipedia.org/wiki/%D0%92%D0%9C%D0%A4
https://ru.wikipedia.org/wiki/%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B9%D1%81%D0%BA%D0%B0%D1%8F_%D0%B8%D0%BC%D0%BF%D0%B5%D1%80%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%A0%D1%83%D1%81%D1%81%D0%BA%D0%BE-%D1%8F%D0%BF%D0%BE%D0%BD%D1%81%D0%BA%D0%B0%D1%8F_%D0%B2%D0%BE%D0%B9%D0%BD%D0%B0
https://ru.wikipedia.org/wiki/%D0%A0%D1%83%D1%81%D1%81%D0%BA%D0%BE-%D1%8F%D0%BF%D0%BE%D0%BD%D1%81%D0%BA%D0%B0%D1%8F_%D0%B2%D0%BE%D0%B9%D0%BD%D0%B0
https://ru.wikipedia.org/wiki/15_%D0%B0%D0%BF%D1%80%D0%B5%D0%BB%D1%8F
https://ru.wikipedia.org/wiki/1904_%D0%B3%D0%BE%D0%B4
https://ru.wikipedia.org/wiki/%D0%9F%D0%BE%D1%80%D1%82-%D0%90%D1%80%D1%82%D1%83%D1%80
https://ru.wikipedia.org/wiki/%D0%9F%D0%BE%D0%B1%D0%B5%D0%B4%D0%B0_(%D0%B1%D1%80%D0%BE%D0%BD%D0%B5%D0%BD%D0%BE%D1%81%D0%B5%D1%86)
https://ru.wikipedia.org/wiki/%D0%9F%D0%BE%D0%B1%D0%B5%D0%B4%D0%B0_(%D0%B1%D1%80%D0%BE%D0%BD%D0%B5%D0%BD%D0%BE%D1%81%D0%B5%D1%86)
https://ru.wikipedia.org/wiki/%D0%A2%D0%B5%D0%BB%D0%B5%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%B0
https://ru.wikipedia.org/wiki/%D0%9F%D0%B5%D1%80%D0%B2%D0%B0%D1%8F_%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%B2%D0%BE%D0%B9%D0%BD%D0%B0
https://ru.wikipedia.org/wiki/%D0%9F%D0%B5%D1%80%D0%B2%D0%B0%D1%8F_%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%B2%D0%BE%D0%B9%D0%BD%D0%B0
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D1%81%D0%B2%D1%8F%D0%B7%D1%8C
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D0%BF%D0%B5%D0%BB%D0%B5%D0%BD%D0%B3%D0%B0%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D1%83%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D0%BB%D0%BE%D0%BA%D0%B0%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%A1%D1%83%D1%85%D0%BE%D0%BF%D1%83%D1%82%D0%BD%D1%8B%D0%B5_%D0%B2%D0%BE%D0%B9%D1%81%D0%BA%D0%B0
https://ru.wikipedia.org/wiki/%D0%92%D0%92%D0%A1
https://ru.wikipedia.org/wiki/%D0%92%D0%9C%D0%A4
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D1%8D%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%BE%D0%B5_%D1%81%D1%80%D0%B5%D0%B4%D1%81%D1%82%D0%B2%D0%BE
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D1%8D%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%BE%D0%B5_%D1%81%D1%80%D0%B5%D0%B4%D1%81%D1%82%D0%B2%D0%BE
https://ru.wikipedia.org/wiki/%D0%92%D1%82%D0%BE%D1%80%D0%B0%D1%8F_%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%B2%D0%BE%D0%B9%D0%BD%D0%B0
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D1%8D%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%BE%D0%B5_%D0%BF%D0%BE%D0%B4%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/w/index.php?title=%D0%93%D0%B8%D0%B4%D1%80%D0%BE%D0%B0%D0%BA%D1%83%D1%81%D1%82%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%BE%D0%B5_%D0%BF%D0%BE%D0%B4%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D0%B5&action=edit&redlink=1
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D1%8D%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%B1%D0%BE%D1%80%D1%8C%D0%B1%D0%B0#cite_note-4
https://ru.wikipedia.org/wiki/%D0%92%D1%8B%D1%81%D0%BE%D0%BA%D0%BE%D1%82%D0%BE%D1%87%D0%BD%D0%BE%D0%B5_%D0%BE%D1%80%D1%83%D0%B6%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%A0%D0%9B%D0%A1
https://ru.wikipedia.org/wiki/%D0%9F%D0%92%D0%9E
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D1%8D%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%BE%D0%B5_%D0%BF%D0%BE%D0%B4%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D1%8D%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%80%D0%B0%D0%B7%D0%B2%D0%B5%D0%B4%D0%BA%D0%B0
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XXI Bek

Cucrempl DM opyXusi YCTaHOBJICHBI Ha CaMOJIETE paauo3JeKTpoHHON 00ppOsl BM® CIIIA — EA-18

Growler. Opyxue Mo3BOJISIET MOJABIISATH CHCTEMbI JJICKTPOHHOW KOMMYHHKAI[MH TPOTUBHHUKA H TIPH

HEOOXOIMMOCTH YHUYTOXAaTh UX, @ TAKXKE BBIBOJUTH U3 CTPOS INEKTPOHHBIE CHCTEMbI NIPOTHBHUKA, B

TOM umcie cucreMbl HaBeneHus [IBO n 35eKTpoHHbBIE 37€MEHTHI YIPaBJIECHUS CaMOJIETOB MPOTHUBHUKA.

Bnepssie Growler 6p11 mpumeneH B onepanuu HATO B JIuuu B 2011.

e DM cucreMoii 3alUTH OT CaMOHABOAIMXCA pakeT cHaOxkeH ucrpedurens HATO F-35. [lelicTBue
CUCTEMBl OCHOBAHO HAa JHWCTAHLIIMOHHOM  pPa3pylICHUH DSJIEKTPOHHBIX CUCTEM  HaBEICHUS
pakeT HampaBJICHHBIM IEKTPOMArHUTHBIM UMITYJIbCOM.

e C(CucremMamMu WHIUBUIYyAJIbHOW 3amMThl (OOPTOBBIMH KoMILiekcamu 00opoHbl, BKO) — BKO
«Tanmucmany ocHameHsl uctpedurenn Mul-29 u mrypmosuku Cy-25 BBC benapycu u camonérsl
Cy-27YBM2 BBC Ka3zaxcrana. JleiictBue bBKO «Tamucman» ocHOBaHO Ha pa3pylieHUH padoThI
MOHOUMITYJIbCHOM MEJEHralui, 4TO MPUBOAUT K CPBIBY HABEACHHS 3€HUTHOW WIM aBUALIMOHHOM
YIPABISIEMOUN PAKETBHI.

PaaunoasiekTpoHHass 6opboa B Poccun

HUcropus

14 nexaOps 1942 roga — Jloknannas HapoaHoro komuccapa BHyTpeHHuX jaen Coroza CCP JI. I1. bepuu
npenceaarento ['ocynapcrsennoro komutera o6oponst CCCP M. B. Cranuny o HeoOX0IUMOCTH
co3manus B KpacHoii Apmun «Ciryk0bI 110 3a0MBKE HEMEUKHX PaJMOCTAHIINNA, NEHCTBYIOIUX Ha TOJIE
005

16 nexadpst 1942 U. Cramuuabiv oanucano Ilocranosienue [N'ocynapcreerHoro Komurera O60oponsr No
I'OKO 2633 cc «O6 opranuzanuu B coctaBe YmpasineHnus BoilickoBoil pa3seaku I'enepanbhoro IlTaba
Kpacnoit Apmuu otena no pykoBoJACTBY pabOTON paiMOCTaHIIMNA MEIIAIOIIETO ISHCTBUI

23 cents6psa 1953 B 'Ll BC CCCP BBeneHa A0mKHOCTh MOMOITHUMKA HadainbHuKa 11l mo Bompocam
PaINOTEXHUYECKON Pa3BEeIKU U TIOMEX

4 Hos0pst 1953 — opranuzoBaH anmnapar noMolnHuka HadanbHUKa ['11I mo Bompocam paguoTeXHUYECKOMH
pa3BeIKU U IOMEX

26 urons 1960 Anmapar nomomnuka HI'TI mo Bompocam paauonpoTHBOAEHCTBUS MpeoOpa3oBaH B 9
otaen 'l (6opbOBI ¢ paguo3aEKTPOHHBIMU CPEJICTBAMU IIPOTUBHUKA).

22 anpens 1964 — 9 ornen 'l Bkirouen B coctas 'OV I'IIIL

22 staBapst 1965 — 9 otnen BeiBeneH u3 coctaBa ['OY 'Ll u onpenenen kak 9 oraen ' (6oprOBI €
PaZMOdIIEKTPOHHBIMU CPEJCTBAMH MPOTUBHUKA).

8 urong 1968 — wna 6asze 9 ormema 'Ll u 8 ormenma Ympasnenus 'l chopmupoBana Criyxba
paguodeKTpoHHOro nporuBoaencTeus ['II.

8 ampens 1972 — roma cmyx0a paamodniekTpoHHOTO mpoTtuBozeiicTBus ['1ll peopranuszoBana B 5
ynpasienue [T

22 auBaps 1974 — 5 ynpasnenune 'l peopranuzoBano B | ynpasnenue 2 ['maBHoro ynpasnenus ['TII.
13 mas 1977 — na 6aze 1-ro ynpasineHus oprannzoBaHo Ympasnenue POb 'L

6 utons 1986 — Ynpasnenue POb I'lll nmpeobpaszyercs B Ynpasnenue POb I'maBnoro ynpasienuss ACY
u POB I'lll CCCP.
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https://ru.wikipedia.org/wiki/Boeing_EA-18_Growler
https://ru.wikipedia.org/wiki/Boeing_EA-18_Growler
https://ru.wikipedia.org/wiki/%D0%9F%D0%92%D0%9E
https://ru.wikipedia.org/wiki/%D0%9E%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D1%8F_Odyssey_Dawn
https://ru.wikipedia.org/wiki/Lockheed_Martin_F-35_Lightning_II
https://ru.wikipedia.org/wiki/%D0%93%D0%A1%D0%9D
https://ru.wikipedia.org/wiki/%D0%93%D0%A1%D0%9D
https://ru.wikipedia.org/wiki/%D0%91%D0%9A%D0%9E_%C2%AB%D0%A2%D0%B0%D0%BB%D0%B8%D1%81%D0%BC%D0%B0%D0%BD%C2%BB
https://ru.wikipedia.org/wiki/%D0%91%D0%9A%D0%9E_%C2%AB%D0%A2%D0%B0%D0%BB%D0%B8%D1%81%D0%BC%D0%B0%D0%BD%C2%BB
https://ru.wikipedia.org/wiki/%D0%9C%D0%B8%D0%93-29
https://ru.wikipedia.org/wiki/%D0%A1%D1%83-25
https://ru.wikipedia.org/wiki/%D0%92%D0%92%D0%A1_%D0%91%D0%B5%D0%BB%D0%B0%D1%80%D1%83%D1%81%D0%B8
https://ru.wikipedia.org/wiki/%D0%92%D0%92%D0%A1_%D0%9A%D0%B0%D0%B7%D0%B0%D1%85%D1%81%D1%82%D0%B0%D0%BD%D0%B0
https://ru.wikipedia.org/wiki/%D0%91%D0%9A%D0%9E_%C2%AB%D0%A2%D0%B0%D0%BB%D0%B8%D1%81%D0%BC%D0%B0%D0%BD%C2%BB
https://ru.wikipedia.org/wiki/%D0%93%D0%9A%D0%9E_%D0%A1%D0%A1%D0%A1%D0%A0
https://ru.wikipedia.org/wiki/%D0%93%D0%A8_%D0%92%D0%A1_%D0%A1%D0%A1%D0%A1%D0%A0
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3 utoHs 1989 — B cBs3u ¢ pachopmupoBanuem ['nmaBaoro ynpasienusst ACY u POb T'lll Ynpasnenue
POB I'll BeIBEIEHO B CAMOCTOATENLHOE YIIPABIICHUE.

3 mas 1999 — yupexnén Jlens cnenuanucra POb, koTopsiii oTMedaeTcs exxeroano 15 anpens.
19 saBaps 2009 — nenp o6pazoBanus Boiick paguosnekrponHoi 60psosr BC PO

[To cmoBam cnenuanuctoB, eciau K 2020 roxy apmusi U (GIoT JOJKHBI OyQyT MeperTH Ha HOBeilliee
Boopyxkenue Ha 70-75 %, TO cTpaTermyecKuil MOTEHIMAT BOMCK pPaguOdJICKTPOHHOrO (GpoHTa OyneT
o6nosied Ha 100 %.

KoMIiexcHbBIM TEXHUYECKU KOHTPOIb
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https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D1%81%D0%BF%D0%B0%D0%B4_%D0%A1%D0%A1%D0%A1%D0%A0
https://ru.wikipedia.org/w/index.php?title=%D0%94%D0%B5%D0%BD%D1%8C_%D1%81%D0%BF%D0%B5%D1%86%D0%B8%D0%B0%D0%BB%D0%B8%D1%81%D1%82%D0%B0_%D0%A0%D0%AD%D0%91&action=edit&redlink=1
https://ru.wikipedia.org/wiki/15_%D0%B0%D0%BF%D1%80%D0%B5%D0%BB%D1%8F
https://ru.wikipedia.org/wiki/2009
https://ru.wikipedia.org/w/index.php?title=%D0%92%D0%BE%D0%B9%D1%81%D0%BA%D0%90_%D1%80%D0%B0%D0%B4%D0%B8%D0%BE%D1%8D%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%BE%D0%B9_%D0%B1%D0%BE%D1%80%D1%8C%D0%B1%D1%8B_%D0%92%D0%A1_%D0%A0%D0%A4&action=edit&redlink=1
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CIIUCOK UCHOJB3YEMOMU
JIUTEPATYPBI:

1.”Security Engineering — A Guide to
Building Dependable Distributed Systems,
2nd edition” by Ross Anderson John Wiley &
Sons 2008 — Chapter 19 — Electronic and
Information Warfare.

This chapter covers topics that have been
traditionally more interesting for the
military, namely jamming and blocking
electronic communications as well as
countermeasures and surveillance. In
essence the same as in the first edition with
a few updates and more explanatory text.
(mast mocobust ObLT 3aMMCTBOBAH 21

TEKCT M3 JAHHONH KHUIH):
19.2 Basics

19.3 Communications Systems

19.3.1 Signals Intelligence Techniques

19.3.2 Attacks on Communications

19.3.3 Protection Techniques

19.3.3.1 Frequency Hopping

19.3.3.2 DSSS

19.3.3.3 Burst Communications

19.3.3.4 Combining Covertness and Jam Resistance
19.3.4 Interaction Between Civil and Military Uses
19.4 Surveillance and Target Acquisition

19.4.1 Types of Radar

19.4.2 Jamming Techniques 19.4.3 Advanced Radars and

Countermeasures

19.4.4 Other Sensors and Multisensor Issues

19.5 IFF Systems

19.6 Improvised Explosive Devices
19.7 Directed Energy Weapons

19.8 Information Warfare

19.8.1 Definitions
19.8.2 Doctrine

19.8.3 Potentially
Useful  Lessons
from  Electronic
Warfare

19.8.4
Differences
Between E-war
and I-war

19.9 Summary

Research
Problems

1. PaguodsiekTpoHHast 6opnda

https://ru.wikipedia.org/wiki/%D0%A0%D0%B 0%D0%B4%D0%B 8%

HNHaTepHeT-calThI:

https://en.wikipedia.org/wiki/Electronic warfare
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B1 wenéPumenron ogowinoro
RO peluawero GpouTa
= Gynymero

D0%BE%D1%8D%D0%B B %D0%B 5%D0%BA%D1%82%D1%80%D0

%B E%D0%BD%D0%BD%D0%B0%D1%8F %D0%B1%D0%BE%D1%

80%D1%8C%D0%B1%D0%B0

2. Electronic Warfare

https://len.wikipedia.org/wiki/Radar navigation

3. Radar navigation
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https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D1%8D%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%B1%D0%BE%D1%80%D1%8C%D0%B1%D0%B0
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D1%8D%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%B1%D0%BE%D1%80%D1%8C%D0%B1%D0%B0
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D1%8D%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%B1%D0%BE%D1%80%D1%8C%D0%B1%D0%B0
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D0%B4%D0%B8%D0%BE%D1%8D%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%B1%D0%BE%D1%80%D1%8C%D0%B1%D0%B0
https://en.wikipedia.org/wiki/Electronic_warfare
https://en.wikipedia.org/wiki/Radar_navigation
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